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GlobalComputing:
computationovera globalnetwork of
mobile,boundedresourcesshared among
mobileentities which movebetweenhighly
dynamic,largely unknown, untrusted
networks.

Di±culties:
Extremedynamicrecon¯gurability; lack of
coordination and trust; limited capabilities;
partial knowledge. . .

Issues:
Protection and managementof resources;
privacy and con¯dentiality of data; . . .
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A distributedtimed-arcPetrinet(DTAPN) is a Petri net
togetherwith

ä a timeconstraint c 2 D £ (D [ f1g ) on transitions;
time is either continuousor discrete: D 2 f R+

0 ; Ng

ä a synchronisationequivalenceE µ P £ P on places.

Tokenshaveages,andtransitionsareenabledaccordingly.
Time elapsesat the samespeedon p and p0 if E (p;p0).

GloballyAsynchronous,LocallySynchronous

GlobalTime:E = P £ P LocalTime:E = ¢ P

A SeparationResult:Reachability for safeLT nets is
decidable,but undecidablefor safeGT nets.

ICATPN2001, FST&TCS2001
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ä GRPOs:A categorical machinerywhich allows
the derivationof a LTSfrom reactions.

ä Bisimulationon suchan LTS is a congruence,
provideda generalcondition is met.

LTSsDesiderata:
ä OperationalCorresp.:p & q i® p ¿ I q

ä Correctness:p ¼ q impliesp »= q

ä Completeness:p »= q impliesp ¼ q

Theintuition:

a C I b i® C[a] & b

But:Mustchooselabelscarefullynotto messupthebisimulation

Chooseonlỳ minimal'redex-enablingcontexts:That is,
relativepushoutsin groupoidal categories.

EXPRESS2002, FOSSACS2003
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Jeeg:concurrentOO with history-sensitive accesscontrol

ä Java (no synchronized(), wait(), notify(), notifyAll())
for businesscode;

ä LinearTime Temporal Logicfor synchronisation
code (method guards).

public class MyClassf
sync f

m : Á;
....

g
...// Standard Java class def

g
wheremis a method identi¯er and Á, the guard, is an
LTL formula. When mis invoked, the thread is kepton
holdunlessÁ. When the condition is true, all waiting
threadsare awaken. mis implicitly synchronised.

JavaGRANDE2002, WOODS2003
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Resources:Models,Types,Logics,Languages

ä AccessControl (Concur2002)

ä AccessAuthorisation(FST&TCS2002)

ä Secrecyin MobileEnvironments (ICALP2003)

ä TrustManagement (Int. Workshopin GC2003)

ä BoundsControl (TypesforGC2003)
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MobileAmbients
Both administrativedomainsand computationalenvironments(Cardelli-Gordon)

ä Subjectivemovements

n[ in m:P j Q ] j m[ R ] ¡ ! m[ n[ P j Q ] j R ]

m[ n[ out m:P j Q ] j R ] ¡ ! n[ P j Q ] j m[ R ]

ä Processinteraction

n[ hM i :P j (x):Q ] ¡ ! n[ P j Qf x := M g ];

ä Boundarydissolver

open n:P j n[ Q ] ¡ ! P j Q:

York28.03.03{ pp.3/27
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GroupTypesforMobility
Aim:Resource AccessContr ol

ä Detect and preventunwantedaccessto resources.

ä Focuson staticapproachesbasedon enforcing type disciplines.

Groups:Setsof processeswith commonaccessrights.

Constraintslike k : CanEnter(n) are modelledas:

n belongsto group G

k may crossthe border of ambientsof group G:

For instance,the system:

k[ in n j l [ out k ] ] j n[ ]

is well-typedunderassumptionsof the form:

k : amb[K; cross(N)]

l : amb[L; cross(K)] n : amb[N; : : :]

York28.03.03{ pp.4/27
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IndirectBorderCrossing
TroyanHorses:The system

Odysseus[ in Horse:out Horse:Destroy ] j Horse[ in Troy] j Troy[ Trojans ]

is well-typed underassumptions:

Odysseus: amb[Achaean; cross(Toy)]

Horse: amb[Toy; cross(City )]

Troy : amb[City ; ]

However, the systemmay evolveto

Troy[ Trojans j Horse[ ] j Odysseus[ Destroy ] ]

whereOdysseusgot insideTroy'sWallstaking by surprise the Trojans.

York28.03.03{ pp.5/27
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Types
Groups: G; H; : : :

Setsofgroups:G; D ; S ; : : : U Theuniversalsetofgroups

Ambients types:
A ::= amb[G; M ] amb ofgroupG; withmobility typeM

Processtypes:
¦ ::= proc[G; M ] processthatcanbeenclosedin anambient ofgroupG;

may driveto ambients whosegroupsarein M
Capability types:

K ::= cap[G; M ] capability thatcanappearin anambient ofgroupG;
may driveit to ambients whosegroupsarein M

Mobility types:
M ::= mob[S ] mobility specs:whereprocessesareallowedto reside

York28.03.03{ pp.6/27
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Properties

Mobility properties:
ä If ¡ ` n[ in m:P j Q ] j m[ R ] : ¦ , then

¡ ` m : amb[M; ] and ¡ ` n : amb[ ; mob[S ]]

with M2 S .

ä If ¡ ` m[ n[ out m:P j Q ] j R ] : ¦ ; then

¡ ` m : amb[M; mob[Sm ]] and ¡ ` n : amb[N; mob[Sn ]]

with M2 S n and Sm µ Sn .

York28.03.03{ pp.7/27
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DetectingOdysseus'intentions
Now, in order to assigna type to

Odysseus[ in Horse:out Horse:Destroy ] j Horse[ in Troy] j Troy[ Trojans ]

we needassumptionsof the form:

Odysseus: amb[Achaean; mob[f Ground; Toy; City g]]

Horse: amb[Toy; mob[f Ground; City g]]

Troy : amb[City ; ]

representingthat Odysseusis an Achaeanintentionedto moveinto a City !

On the other hand,underassumptionsof the form

Odysseus: amb[Achaean; mob[f Ground; Toyg]]

the Trojans shouldnot fear any attack from Odysseus.

But what if Odysseusis lyingabout his intentions(i.e. type)?

York28.03.03{ pp.8/27
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BSA:Addingco-capabilities
ReductionSemantics:

n[ in m:P j Q ] j m[ in ®:R j S ] ¡! m[ n[ P j Q ] j R j S ] for® 2 f ?;ng

m[ n[ out m:P j Q ] j R ] j out ®:S ¡! n[ P j Q ] j m[ R ] j S for® 2 f ?;ng

Mobility Types:(extended: C tellswhich processesareallowedto comein.)

M ::= mob[S ; C]

York28.03.03{ pp.9/27
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Control Propertiesin BSA
AccessControl Theorem:

Whenever

¡ ` m[ in ®:P j Q ] : ¦ or ¡ ` m[ out ®:P j Q ] : ¦ ;

with ® 2 f ?;ng, then

ä ¡ ` m : amb[ ; mob[ ; C] ], and

ä either® = ? andC = U ,

ä or ® = n with¡ ` n : amb[N; ] andN2 C.

York28.03.03{ pp.10/27
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Usingco-capabilitiesto defendTroy
Our running examplein BSA:

The Trojan War , Odysseus[ in Horse:out Horse:Destroy ]
¯
¯ Horse[ in ? :in Troy]
¯
¯ Troy[ in Horse:Trojans j out Odysseus:Sinon ]

which can be well-typedonly if

¡ ` Troy : amb[City ; mob[ ; f Toy; Achaeang]]

That is if Troy (in suicidalmood) allows Achaeansin.

On the other hand, the situation would be perfectly safefor Troy (but dangerous
for Odysseus!) if we can type it under

Troy : amb[City ; mob[ ; C]]

with Achaean62C.

York28.03.03{ pp.11/27
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NBA:Authorisationto Access
ä Enhance:Introduceco-actionsof the form enter(x) which e®ectto bind the
variable x to the nameof the incomer.

ä A purelybinding mechanismnot to control access,but to registerit. As a
(realistic) accessprotocol wherenewlyarrived agentsmust registerthemselvesto
be grantedaccessto local resources.

ä Extendto a ¯ner mechanismof accesscontrol:

a[ enterhb;ki :P j P0] j b[ enter(x; k):Q j Q0] ¡ ! b[ a[ P j P0] j Qf x := ag j Q0]

This representsan accessprotocol wherethe credentialsof incomingprocesses
(k above) are controlled,as a preliminary step to the registrationprotocol.

This extendsthe previouswork and is the baseof severalcurrent and future
developments.

York28.03.03{ pp.12/27
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Secrecyin theMobileAmbients
Names¼ Cryptokeys:Carrying messagesinsideprivateambientspreserves
messageintegrity and privacy. Or, doesit?

(º n)( a[ n[ out a:in b:hM i ] ] j b[ open n:(x)P ] )

It actually o®erspoor guarantees,as n must be revealedalongthe move.

Howto providestrongerprotection?
ä Commit to agentstheir own security, with co-capabilities

(º n)(a[ n[ out a:in b:open n:hM i ] ] j b[ in b:open n:(x)P ])

No onecan open n and readM before n reachesb.

ä Protect ambientsby encapsulatingthem

(º n)(a[ p[ out a:in bj n[ hM i ] ] ] j b[ open p:open n:(x)P ])

A public ambientp carriesa private ambientn, which neednot revealits
nameto move.

York28.03.03{ pp.13/27
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Secrecy:Neednewprimitives?
Case I: Physicaldevices:

ä the ¯rst proposal is all we need: physicaldevicescan easilyperform
accesscontrol, suchas that encompassedby co-capabilities

Case II: Softagents
ä the ¯rst proposal is pointlessin \ untrusted" networks. Similarly, the second

proposalpresupposesencryptionfor data and code and appliesonly partially
to active agents,which may not moveautonomouslywhenencrypted.

A crypto-primitive: subjectiveaccesscontrol usingco-capabilities+ data
encryptionto preservesecrecyof data while agentsmoveautonomously

n[ sealk:P j Q ] ¡ ! nfj P j Q jgk
sealedunderk

crypto-key

E®ects:
ä blocksmessageexchangesand encryptstheir contents;

ä the sealedambient cannot communicate,but it may move.

York28.03.03{ pp.14/27
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SealedAmbients
ä The mechanismto resumeto a fully operationalstate is associated to
movementsand co-capabilitiescontainingkeys

nfj in m:P j Q jgk j mf in f xgk :R j R0g ¡ ! mf n[ P j Q ] j Rf x := ng j R0g
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SecrecyandAdversaries
Intuitively:

A processpreservesthesecrecyofapieceofdataM if it doesnotpublishM , or
anythingthatwouldpermitthecomputationofM . (Abadi)

S-Adversary:A context A(¡ ) which initially knows all namesin S:

RevealingNames:P may revealn to S if there existsan S-adversary A() and a
namec 2 S suchthat:

A( P) =) C( c[ hni^̂ j Q ]) :

TypingSystem:Secrecyis capturedby a type system` which may classify
processesasuntrusted¡ ` P : Un, and data aspublica : Public if it can be
exchangedwith untrustedprocess.

SecrecyTheorem:Well-typedprocessesdonotrevealtheirsecretspublicly. Formally, if
¡ ` P : Un and ¡ 6`s : Public, then P preservesthe secrecyof s from all public
channels,i.e. from f a j ¡ ` a : Publicg.

York28.03.03{ pp.16/27
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TrustManagement
FocusonTrustEvolutionandDelegationin DynamicNetworks

af A g¼

FocusonTrustEvolutionandDelegationin DynamicNetworks

af A g¼
principalP

agent/behaviour

trustpolicy:expressionsonlattice(D ; · )

TrustUpdate:
af ³ : A j B g¼ ¡ ! af A j B g³ (¼)

TrustBasedDecisions:
e & true

af e?A0 : A00j B g¼ ¡ ! af A0 j B g¼

PoliciesandExpressions:

¼::= ppq delegation ¿ ::= t 2 D value/var
¸x : P:¿ abstraction ¼(p) policyvalue
op(¼1; : : : ; ¼n ) latticeop e 7! ¿;¿ choice

p ::= a 2 P; x : P principal/vars e ::= ¿ cmp¿ ; p eqp comparisons
e bope booleanop

York28.03.03{ pp.17/27
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UnderstandingDelegation
Example:

a : p 7! trusted; b : p 7! paq(p);
q 7! pbq(q); q 7! untrusted;
z 7! ppq(z); z 7! paq(z);

Delegation,formally:Globaltrust as a ¯xpoint. (Weeks)

¼:(P ! P ! D) ! (P ! D ) LocalPolicy

¥ :(P ! P ! D) ! (P ! P ! D) CollectedPolicies

GlobalTrust: ¯x (¥) : P ! P ! D . But, is this good enough?

p : trusted q : untrusted z : ???

Cannotconfusedon'ttrustwith don'tknow: the valueof ppq(z) could become
availablelater.

Needto introduceapproximation: ppq(z) 2 D .

York28.03.03{ pp.18/27
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TrustStructures
(D; · ; v ); where

_
is v -continous

trustlattice approximationcpo

Thm.(D ; · ; v ) yieldsa semantics[[¡ ]] : Policies! Env ! (P ! P ! D)
adequatewith the operationalsemantics.The trust structure can be derived
canonicallyfrom (D ; · ).

([ppq])¾m = m([p])¾

([¸x:¿ ])¾m = ¸p : P:([¿])¾f x := pgm

([op(¼1 : : : ¼n )])¾m = op± h([¼1])¾m : : : ([¼n ])¾m i

[[¼1; : : : ; ¼n ]]¾ = ¯x (¸m:¸p: ([ ¥p])¾m )

Ongoing:
ä Approximate the ¯xp oint in the presenceof partialinformation.
ä UseKripkestyle semanticsto describe trustevolutionin time.
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Dimensions,Capacities,Mobility
Central Notion: ResourceUsage

Focus: Capacity BoundsAwareness.

BoCa:BoundedCapacities

ä SubjectiveMobility

ä BoundedCapacity Ambients

ä Spaceas a linear co-capability.

ä Fine control of capacity.

a[ in b: P j Q ] j b[ j R ] & j b[ a[ P j Q ] j R ]

subjectivemovecapability

spaceco-capability
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MinimalDesiderata
ä Realisticabout spaceoccupation. Biggerprocessestake more space.

n[ in m : big and fat P ] j m[ ] j n[ in m : small and slim P ]

ä Replicationmust be handledappropriately

a[ !P ] = a[ !P j P ] = a[ !P j P j P ] = a[ !P j P j P j P ] = : : :

Allow an analisysof variation in spaceoccupation

ä More precisely, control processspawning.

Computationtakesspace,dynamically, andwe'dliketo modelit.
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A CalculusofBoundedCapacities:Movement
Fundamentals:SpaceConsciousMovement

a[ in b: P j Q ] j b[ j R ] & j b[ a[ P j Q ] j R ]

j b[ a[ out b: P j Q ] j R ] & a[ P j Q ] j b[ j R ]

Example:Travellingneedsbutconsumesnospace.

a[ in b: in c: out c: out b: 0 ] j b[ j c[ ] ]

&& j b[ j c[ a[ out c: out b: 0 ] ] ]

&& a[ 0 ] j b[ j c[ ] ]
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A CalculusofBoundedCapacities:Sizes
Fundamentals:SpaceConsciousMovement
ä But the sizeof travellersmatters!

ak [ in b: P j Q ] j b[

k times
z }| {

j : : : j j R ] &

k times
z }| {

j : : : j j b[ ak [ P j Q ] j R ]

j : : : j
| {z }

k times

j b[ ak [ out b: P j Q ] j R ] & ak [ P j Q ] j b[ j : : : j
| {z }

k times

j R ]

Whatistheak? A typeannotationmeasuringthe sizeof P.

Notation.We use k as a shorthand for

k times
z }| {

j : : : j .
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A CalculusofBoundedCapacities:Spawning
Fundamentals:SpaceConsciousProcessActivation

. k P j k ´ P

Fundamentals:SpaceConsciousProcessActivation

. k P j k ´ Ppassiveprocess:
weighs0

P weighsk

Example:Replication: !k , !. k

!. k P j k & !. k P j P

Typesensureonly 0-weightedprocessesare replicable:One must usespawning,
so that replicationneedsspaceproportional to the process'weight.
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A CalculusofBoundedCapacities:Transfer
Fundamentals:SpaceAcquisitionandRelease

â̂ : P j j ak [ ·· : Q j R ] & P j ak+1 [ Q j j R ]

ak+1 [ � : P j j S ] j bh [ a � : Q j R ] & ak [ P j S ] j bh+1 [ Q j j R ]

Example:A MemoryModule

memMod , mem[ 256M B j ! j !free ]

malloc , m[ !mem : free[ out m: m : ] j ! ]

memMod j malloc & 256M B mem[ ! j !free ] j m[ 256M B j : : : ] & 2£ 256M B

mem[ ! j !free ] j malloc j free256M B [ j ] & 256M B memMod j malloc j : : :
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A SystemofCapacity Types
Capacity Types:Á;: : : are pairsof nats [n; N ], with n · N .

E®ectTypesE; : : : are pairsof nats (d; i ), representingdecs and incs.

ExchangeTypes: Â ::= Shhj Ambh¾; Âi j CaphE; Âi

Processand Ambient and Capability Types:

a : AmbhÁ;Âi a hasno lessthan Ám and no more than ÁM spaces

P : Prochk; E; Âi P weighsk and producesthe e®ectE on ambients

C : CaphE; Âi C transforms processesaddingE to their e®ects

Thm:SubjectReduction: Well-typedprocessespreservespace.
If ¡ ` P : Prochk; E; Âi and P & Q then ¡ ` Q : Prochk; E0; Âi for someE0 l E.
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FutureWork
ä What:Third-Party Resources:Models,LanguagesandTechniques

ä Resource-AwareComputation:resourceboundsnegotiation& enforcement

ä ResourceUsage:calculi& logicsforquantitativeanalysis

ä ResourceSafety: languagesforsecurity & trustpolicies;generalresourcelogics

ä ResourceTrust:hystory-based:theoryandinfrastructures

ä How: Integratedapproach: Behavioural, Execution, AbstractModels.

Grid DC UC . . .

GC2

ä Communities:
ä EUGlobalComputing
ä EPSRC ActiveNetworks
ä EPSRC eScience
ä UKCRC GreatChallenges:UbiquitousComputing
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