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GlobaComputing:

computationover a global network of
mobile, boundedresourceshaed among
mobile entities which move betweenhighly
dynamic,largely unknavn, untrusted
networks.

Ditculties:

Extremedynamicrecon gurability; lack of
coordination and trust; limited capabilities;
partial knowledge. ..

Issues:

Protection and managemenbf resources;
privacy and con dentiality of data; . . .
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Foundatiord GlobaComputing

Resourdc@ortrol A distributetimed-arBetrinet(DTAPN is a Petri net
togetherwith

a atimeconstrairc2 D £ (D[ flg ) ontransitions;
time is either cominuousor discreteD 2 f R ; Ng

Programmihgnguages < @ Synbronisatioequialencé& p P £ P on places.

Tokenshaveages.andtransitionsare enabledaccadingly.
Time elapsesat the samespeedon p and p°if E (p;pY).

Globallsynaronoud,ocallySynlkaronous

Semadit Theories Globallime:E = P£ P LocalTimeE = ¢ »

A SeparatioResult:Reachabiliy for safeLT nets is
decidable but undecidableor safeG T nets.

ICATPN2001 FST&TCS001
Maleldor Concurrengy .
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a GRPOsA categaical machinerywhich allows
the dermationof a LTS from reactions

a Bisimlatioron suchan LTS is a congruence
provideda generalcondition is met.

L TSsDesiderata:
a4 OperationaCorrespp & qi®p—<4 g
a Correctness?s g impliesp 2 g

a Completeneps: qimpliesp ¥ q

Theintuition:
a-=1 bi®C[a]& b

But: Mustthabsdalelscarefullpotto messipthebisimlation

Choseonly minimafedex-enablomtexts:That is,

relative pushoutsin groupoidal categaies.
EXPRESS002 FOSS&S2003
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Foundatiord GlobaComputing

Resourceoirol

JeegconcurrentOO with history-senséiaccesscontrol

a Jaa(no synhronized(ait(), notify() notifyAll()

for businessie
a LinearTime Tempral Logicfor synbronisatio

Programmih@nguages public class MyClas$

code (method guads).

sync f

m: A

Semadit Theories

g

/i Standard Java class def
g

wheremis a methad identi'er and A, the guardis an
LTL formula. When mis invoked, the thread is kepton

Maleldor Concurrend

holdunlessA. When the condition is true, all waiting
y threadsare analken mis implicitly synbronised

e I

JaaGRANDEO02WOODX003

o TA

n

SUSSEX



Foundatiord GlobaComputing
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Resourcdglalels Ty

es,logicsl.anguages

a |Acces8omrol (concuroo2)

a AccesAuthorisation (FstaTc2002)

a Secreay Mobilé&nvironméds  (1ICALP2003)

a TrustManagentenqn. workshom GC2003)

a Bound€omrol (TypesforGc2003)
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Mobildnbiets

Both administrativedomainsand computationalenvironmentsCardelli-Gordon)

a  Sulpectie maemets

nNfinmPJQIIm[R]i! m[n[PJQ]JR]
minfoutm:PJQ]JR]i! n[PJQ]Jm[R]

a Praesateraction

NfAMI:Pj(xX)Q]i! nfPjQfx:= Mg];

a Boundarglissobr

openn:Pjn[Q]i! PjQ:
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Groupl'ypesfor Mobily

Aim:Resource Access Control
a Detect and preventumariedacces® resources.
a Focuson staticapproachesbasedon enfacing type disciplines.
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Groupl'ypesfor Mobily

Aim:Resource Access Control
a Detect and preventumariedacces® resources.
a Focuson staticapproachesbasedon enfacing type disciplines.

GroupsSetsof processesvith commonaccessights.
Constraintslike k : CanEter(n) are modelledas:

n belongsto group G

Kk may crossthe border of ambientsof group G

For instance,the system:
K[in njlfoutk]] j n[_-]

is Well-fypedunderassumptionof the form:

K : ani[K; cros§\)]
| . ani[L; cros¥)] n:anbN :::]

e I
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IndirecBordefCrossing

Tro/anHorseshe system

Odysseus Horseut Hors®estroy ] j Hordan Troy] | Trof Trojans]
Is well-typed underassumptions:

Odysseusni[Achaean crossSloy)]
Horse anb[Toy; crosCity )]

Troy : anpjCity ; _]

e I
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IndirecBordefCrossing

Tro/anHorseshe system

Odysseus Horseut Hors®estroy ] j Hordan Troy] | Trof Trojans]
Is well-typed underassumptions:

Odysseusni[Achaean crossSloy)]
Horse anb[Toy; crosCity )]

Troy : anpjCity ; _]

Howe\er, the systemmay evolveto

Troy[ Trojans | Horde ] | OdyssepliBestroy ||
whereOdysseugot inside Troy's Wallstaking by surgisethe Trojans.

e I
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Types

Groups: GH:::
Setofgroups:G;D;S ;::: U  Theuniersaketofgroups
Anbiets types:

A = amGM] anb of groups withmobily type M
Pracessypes:

= praGM] pracesshatcanbe enclosad ananbien of groups
mg driveto anbieis whosgrouparein M

Capabilttypes:
K = capGM] capabiltthatcanapann ananbieh of groups
mag driveit to anbiems whosgrouparein M
Mobily types:
M = molS ] mobily specswher@raessemeallmedto reside
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Proerties

Moblily progrties:
a Ifi  n[inmP jQ]jm[R]:} , then

i m:anb[M_] and |

with M2 S .

a Ifj  m[nfoutm:PjQ]jR]:} ;then

i~ m:anMmolS,,]] and i

with M2 S, andS,, 1 Sy.

" n:anb[_; molpS ]]

~n:anb[N molfSy ]]
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DetectinQdysseustertions

Now, in orderto assigna type to
Odysseus Horseut Hors®estroy ] j Hordan Troy] | Trof Trojans]
we needassumptionf the form:

OdysseusaniAchaean molff Ground Toy; City d]]
Horse anf{ Toy; molf Ground City g]]

Troy : ani[City ; _]

repesentingthat Odysseus an Achaeanintentionedto moveinto a City !

e I
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DetectinQdysseustertions

Now, in orderto assigna type to
Odysseus Horseut Hors®estroy ] j Hordan Troy] | Trof Trojans]

we needassumptionf the form:

Odysseuanib{Achaean molff Ground Toy; City g]]
Horse anf{ Toy; molf Ground City g]]

Troy : ani[City ; _]

repesentingthat Odysseus an Achaeanintentionedto moveinto a City !
On the other hand, underassumptionsof the form

Odysseusnib[Achaean molff Ground Toyg]]

the Trojans shouldnot fea any attack from Odysseus

But what if Odyssetis lyingabout his intertions(i.e. type)?
e I
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BSAAddingo-capabilities

ReductioBemadits:

n[in MPjQ]jm[in ®RjS] | m[n[PjQ]jRjS] for®2 f?;ng

mnfoutm:P JQ]jR Jjout®S | n[P|jQ]Jm[R]}]S for®2 f?;ng

Mobilig Ty

2S:(extendedC tellswhib pracessemeallmedto comen.)

M = molfS ;C]
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Coitrol Proertiesn BSA

Acces8oirol Theorem:

Whenever

i  m[in®PjQ]:! o j m[out®P|jQ]:!;

with ® 2 f ?;ng, then

a i  m:anb_; molp;C]], and

a eithe®= ?andC = U,

a or®= n withj

" n:anpN _] andN2 C.
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Usingo-capabllitiesdefendroy

Our running examplein BSA

The Trojan War , Odysseus Horseut Hors@estroy ]
:Hors[eW ?:in Troy]
_TrQ/[WHorSJ rojans j out Odyssel&inon |

which can be Well-/pedonly if

i Troy:anb[City ; molp; f Toy, Achaeary]]

That is if Troy (in suicidalmood) allows Achaeansin.

e I
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Usingo-capabllitiesdefendroy

Our running examplein BSA

The Trojan War , Odysseus Horseut Hors@estroy ]
:Hors[eW ?:in Troy]
_TI’Q/[ in Horsd rojans j out Odyssei&inon |

which can be Well-ypedonly if

i Troy:anb[City ; molp; f Toy, Achaeary]]

That is if Troy (in suicidalmood) allows Achaeansin.

On the other hand, the situation would be perfectly safefor Troy (but dangerous
for Odyssel)sif we cantype it under

Troy : ani[City ; molp_; C]]

with Achaean62C.
e In o 1A
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NBAAuthorisatiaimw Access

4  Enhancitroduce co-actionsof the form enter(x) which e®ectto bind the
variable x to the Namef the incomer.

4 A purely binding mechanisnmot to control accesshut to registeif. Asa

(realistic) accesgrotocol wherenewly arrived agentsmust registerthemselvedo
be grantedaccesdo local resources.
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NBAAuthorisatiaimw Access

4  Enhancitroduce co-actionsof the form enter(x) which e®ectto bind the
variable x to the Namef the incomer.

4 A purely binding mechanisnmot to control accesshut to registeif. Asa

(realistic) accesgrotocol wherenewly arrived agentsmust registerthemselvedo
be grantedaccesdo local resources.

4 Extendto a ner mechanisnmof accesmrol

al entettb;ki:P j P°]jbenter(x; k):Qj Q"1 i! Ha[P jP°]jQfx = agj Q"]

This representsan accessrotocol wherethe credentialsof incomingprocesses
(k above) are controlled, as a preliminay stepto the registrationprotocol.

e I o TA

SUSSEX



NBAAuthorisatiaimw Access

4  Enhancitroduce co-actionsof the form enter(x) which e®ectto bind the
variable x to the Namef the incomer.

4 A purely binding mechanisnmot to control accesshut to registeif. Asa

(realistic) accesgrotocol wherenewly arrived agentsmust registerthemselvedo
be grantedaccesdo local resources.

4 Extendto a ner mechanisnmof accesmrol

| |
T[enterhlo;ki:P i P°1j ?[WI(T;k)ZQJ Q°1i! Ha[PjP°jQfx:= agjQ’]
1

This representsan accessrotocol wherethe credentialsof incomingprocesses
(k above) are controlled, as a preliminay stepto the registrationprotocol.

This extendsthe previouswork and is the baseof severalcurrent and future
developments.
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Secreay theMobild&nbiets

Namez, Crypto&ysCarying messageinside priateambientspreserves
messagertegriy and privacy Or, doesit?

(°n)(al n[out acinbhM 1] ][ openn:(xX)P ])
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Secreay theMobild&nbiets

Name®: Crypto&ysCarying messageiside privateambientspreserves
messagertegriy and privacy Or, doesit?

(°n)(al n[out acinbhM 1] ][ openn:(xX)P ])

It actually o®erspoor guaantees,asn must be revealedalongthe move.
Hav to pravidestrongegorotection?

4 Committo agentstheir own securif, with co-capabillities

(° n)(a[ n[out a:in bopenn:hMi]]j b in bopenn:(x)P )

No onecanopenn andreadM befae n reachesb.
4 Protect ambientsby encapsulatitmgm

(°n)(a[p[out a:iin byn[hAM 1 ]]]] i open p:openn:(x)P ])

A public ambientp caries a private ambientn, which neednot revealits
nameto move.
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SecrecyNeemewprimities?
Case |: Plysicatlevices:

a the rst proposalis all we need: physicaldevicescan easilyperfam
accessomrol, suchasthat encompassetly co-capabilities

Case Il: Softagets

a the rst proposalis pointlessin \ urtrustetl networks. Similaly, the second
proposal presupmsesencryptiofor data and code and appliesonly partially
to actie agents,which may not move autonomouslywhenencrypted.
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SecrecyNeemewprimities?
Case |: Plysicatlevices:

a the rst proposalis all we need: physicaldevicescan easilyperfam
accessomrol, suchasthat encompassetly co-capabilities

Case Il: Softagets

a the rst proposalis pointlessin \ urtrustetl networks. Similaly, the second
proposal presupmsesencryptiofor data and code and appliesonly partially
to actie agents,which may not move autonomouslywhenencrypted.

A crypto-primit subjectiveaccesscontrol using co-capabilities+ data
encryptionto preservesecrecyof data while agentsmove autonomously

. ——sealedndek

n[sealkk:P Q] i! nfiP QP

crypto-&y
E®ects:

a blaksmessagexchangesnd encryptgeir contents;
4 the sealedniiemh cannot communicate,but it may move.
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Sealednbiels

4

The mechanisnto resumeto a fully operational state is ass@iated to
movementsand co-capabilitiescontaining keys

nfjin m:P jQp, j mf in fxgx:RjR% j!

e I

mf n[PjQ]jRfx := ngjR%
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Sealednbiets

4

The mechanisnto resumeto a fully operational state is ass@iated to

movementsand co-capabilitiescontaining keys

nfiinm:PjQp, jmfinfxg:RjR% i! mfn[PjQ]jRfx:=ngjR%

Example:

(° k)a[ n[sealk:out a:in bhM iR] 1j B[ in fxge:(y)*:P ]

e I
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Sealednbiets

4

The mechanisnto resumeto a fully operational state is ass@iated to

movementsand co-capabilitiescontaining keys

nfiinm:PjQp, jmfinfxg:RjR% i! mfn[PjQ]jRfx:=ngjR%

Example:

(° k)a[ n[sealk:out a:in bhM iR] 1j B[ in fxge:(y)*:P ]
i ! (°Kk)a[ nfjout a:in b iﬂ'gk 1jHin fxge:(y)*:P]

e I
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Sealednbiets

4

The mechanisnto resumeto a fully operational state is ass@iated to

movementsand co-capabilitiescontaining keys

nfiinm:PjQp, jmfinfxg:RjR% i! mfn[PjQ]jRfx:=ngjR%

Example:

(° k)a[ n[sealk:out a:in bhM iR] 1j B[ in fxge:(y)*:P ]
i (°k)a[ nfjout a:in b:nM iﬂ'gk Jiin fxge:(y):P]
i! (°k)a[ ]jnfjin bhv iﬂ'gkj ol in fxge:(y)*:P]

e I
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Sealednbiets

a  The mechanisnto resumeto a fully operationalstate is ass@iated to

movementsand co-capabilitiescontaining keys

nfjin m:P jQp, j mf in fxgx:RjR% j!

Example:

(° k)a[ n[sealk:out a:in bhM iR] 1j B[ in fxge:(y)*:P ]

e I

(°k)a
(°k)a
(°k)a

| nfj out a:in b:hv iﬂ'gk 1jHin fxge:(y)*:P]
] nfjin bhv iA'gkj o[ in fxge:(y)*:P]

[ 1ien[hViR]j (y)":Pfx = ng]

mf n[PjQ]jRfx := ngjR%
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SecreandAdersaries

Intuitively:

A pracespresepsthesecreayfapiecefdataM if it deesnotpublisiM | or
arythinghatwouldpermitthecomputatioof M . (Abadi)

S-AdersaryA context A(j ) whichinitially knows all namesin S:

ReealindNames mag rewaln to S if there existsan S-adversay A() anda
namec 2 S suchthat:

A(P) =) C(dmi?jQ]):

TypingSystenSecrecyis capturedby a type system™ which may classify
processess urtrusted ° P : Un, and data as publica : Public if it canbe
exchangedwvith untrusted process.

Secrecl/heoremaell-ypedpracesseatonotreealtheirsecretgublicly Formally, if
i P :Unandj 6s: Public, then P preserveshe secrecyof s from all public
channelsj.e.fromfaji a: Publia.

e I o TA
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TrustManagenten

FocusonTrustEwlutiorandDelegatian Dynamibletorks

af Ag,,

o TA
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TrustManagenten

e I

FocusonTrustEwlutiorandDelegatian Dynamibletorks

principalP

agetibehaiour

saf A gy« trustpolicy:expressiooslattice(D : - )

o TA
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TrustManagenten

FocusonTrustEwlutiorandDelegatian Dynamibletorks

principalP

agetibehaiour

TrustUplate:
af3:Ang1/4i! afAngs(%)

TrustBase®ecisions:
e& ftrue

af e?A0: A% B g, i! af A’jB g,

e I

saf A gy« trustpolicy:expressiooslattice(D : - )
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TrustManagenten

FocusonTrustEwlutiorandDelegatian Dynamibletorks

principalP

agetibehaiour

TrustUpate:

af3:Ang1/4i! afAngs(%)

TrustBase®ecisions:
e& ftrue

af e?A%: A% B g,, !
PolicieandExpressions:
Vo=  ppq delegation ¢

X 1 P¢ abstraction
o ;%) latticeop

p::= az2P; x:P principalars e

af A°j B g,

= t2D

74p)
e?l ¢

1= ¢ CMR, ;P egp

e bope

saf A gy« trustpolicy:expressiooslattice(D : - )

value/ar

policyvalue
dhoice

comparisons
boolear
P

SUSSEX




Understandibglegation

Example:

a .

p 7! trusted

q 7! pba(q);
z 7! ppa(z);

b:

p 7! paq(p);
g 7! urtrusted

z 7! paq(z);

o TA
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Understandibglegation

Example:

a. p7! trusted b: p7!' paq(p);
q7! phba(o); g 7! urrusted
z 7! ppa(z); z 1! paq(z);
DelegatiofgrmallyGlobaltrust asa xpoirt.  (Weeks)
(P! P! D)! (P! LocalPolicy
¥ (P! P! D)! (P! D) CollecteBolicies
Globalrust: ¥ :P! P! But, is this good enough?

e I
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Understandibglegation

Example:
a: p7! trusted b: p7' paq(p);
q7! phba(o); g 7! urrusted
z 7! ppd(z2); z 7! paq(z);

DelegatiofgrmallyGlobaltrust asa xpoirt.  (Weeks)

(P! P! D)! (P! D) LacalPolicy
¥ (P! P! D)! (P! P! D) CollecteBolicies
Globalrust: ¥ :P! P! D. But, is this good enough?

p:trusted q:unrusted z:?7?

Cannotconfusedon'ttrustwith don'tknev the valueof ppg(z) could become
availablelater.

Needto introduceappreimationppg(z) 2 D.

e I o TA
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TrustStructures

(D; - ;7/); where is v -cokinous
trustlat/c)eEﬂon@ima'[iomlfD

Thm.(D;- ;v) yieldsa semanticg[j ] : Policies Ernv! (P! P! D)
adequateith the operationalsemantics.The trust structure can be deried
canonicallyfrom (D; - ).

(PPA)ym = M(pP)+.
([:.X:('/ ])?/zm =.P :P:([(',])%fx:: pgm

(op(Ya ::: % )Dvm = opx N[7a)vm 11 (76 Dvm]

Ongoing:
4  Approximate the “xp oint in the presenceof partiainformation
4 UseKriplestyle semanticsto descrite trustewlutiorin time.
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DimensionSapacitiebobily

Q: QO QO: Q:

e I

Cefral Notion: Resourctesag‘e

Focus: CapaoitBoundswvareness

BoCaBounde@apacities

SubjectiveMobility
BoundedCapaciy Ambients
Spaceasa linea co-capabiliy.
Fine control of capacity.

alinb:P Q] =JR] & ~jba[P]Q]JR]

sul}ecti‘emwecapabim\ /
paceo-capabiit

o TA
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MinimabDesiderata

e I

Realistigbout spaceoccupation. Bigger processesgake more space.

n[ in m:big.andfat_.P ] m[=]) n[in m:smalland.slim.P ]

Replicationust be handledappropriately

alP]l=a'PjP]l=aPjPjP]=a[lPjPJPJP]=":::

Allow an analisysof variation in spaceoccupation

More precisely control pracesspaning

Computatidakesspacalynamicallgndwe'dlike to malelit.

o TA
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A CalculusfBounde@apacitieslaemetr

Fundaméais: Spac€onscioldaemen

afinb:PjQJJ=JR] & ~jHaPjQ]JR]
=) bafoutb:PJQ]JR] & a[P]Q]j=]R]

e I o TA
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A CalculusfBounde@apacitieslaemetr

Fundaméais: Spac€onscioldaemen

afinb:PjQJJ=JR] & ~jHaPjQ]JR]
=) bafoutb:PJQ]JR] & a[P]Q]j=]R]

Exampletraellingheedbutconsumasspace

afinb:inc:outc:outb:0]j =] Ca=]]
&& =] =jcaloutc:outhb:0]]]
&& a[0]jbf=jc[=]]

e I o TA
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A CalculusfBounde@apacitieSizes

Fundaméais: Spac€onscioldaemen
4 But the Sizeof travellersmatters!

k ﬁnes {

a[mbPJQ]Jb[-J =] R] &
r_{Z_TJb[a[OUtbPJQ]JR] &

k times

kﬁ‘nes{
j=jHa[PjQIjR]

a[PJQ]Jb[r {Z_TJR]

k times

o TA
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A CalculusfBounde@apacitieSizes

Fundamdédils: Spac€onscioldaemen
4 But the Sizeof travellersmatters!

kﬁnes{ k?li‘nes{
a[lanJQ]Jb[-J =] R] & j=jHa[PjQIjR]
rT{Z_'}-Jb[a[OUtbPJQ]JR] & a[PJQ]Jb[rk{Z_'}-JR]

Whatistheak? A type annotatiomeasuringthe sizeof P.

k }Tnes {

Notationwe use=" asa shathand for _j 1 -

e I o TA

SUSSEX



A Calculusf Bounae@apacitieSpaning

Fundamégis: Spac€onsciolaessctiation

KPP

e I o TA




A Calculusf Bounae@apacitieSpaning

Fundamégis: Spac€onsciolaessctiation

k . k ’,
passepracess——: PJ = P
weigh®

P weighk




A Calculusf Bounae@apacitieSpaning

Fundamdédils: Spac€onsciola@esgctiation

k -k .
passepracess——: PJ = P

weigh®
P weighk

ExampleReplication®, 1.k
kP & LKPjP

Typesensureonly O-veighedprocessesre replicable: One must usespavning,
sothat replicationeedspaceroportional to the process'weight.




A CalculusfBounae@apacitie§ransfe

Fundamédils: Spac@cquisitioandRelease

d:Pj=ja[::QjR] & Pja*"[Qj=jR]
™[ Pj=jS]jib[a :QjR] & a&[PjS]j[Qj=jR]




A CalculusfBounae@apacitie§ransfe

Fundamédils: Spac@cquisitioandRelease

d:Pj=ja[::QjR] & Pja*"[Qj=jR]
™[ Pj=jS]jib[a :QjR] & a&[PjS]j[Qj=jR]

ExampleA Memoriylalule

256M B

memMb, men- j 1] Hree |

malle, m 'mem:fre¢out m:m : ]j! ]




A CalculusfBounae@apacitie§ransfe

Fundamédils: Spac@cquisitioandRelease

d:Pj=ja[::QjR] & Pja*"[Qj=jR]
™[ Pj=jS]jib[a :QjR] & a&[PjS]j[Qj=jR]

ExampleA Memoriylalule

256M B

memMb, men- j 1] Hree |

malle, m 'mem:fre¢out m:m : ]j! ]

memw mallo & 256M B mer[l' J Ifree ]J rr[_256M B J s ]& 2£ 256M B

]& 256M B

merp! j !free ]j mallgj freé>*M B[ | memMbj mallgj :::




A SystemfCapagitTypes

CapaoitTypes:A;::: are pairsof nats[n; N], with n - N.

E®eclypesE;::: are pairsof nats (d;i), regresentingdes and in.

Exdvangdypes A ::= Shhj Anbt#;Ai j CapE Al

Praesand Anbiemh and CapabiftTypes

a : AnbhA: Aj a hasno lessthan A,, and no more than A, spaces
P : Pratk; E; Ai P weighsk and producesthe e®ectE on ambients

C : CapE Ai C transfams processesadding E to their e®ects
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a Commnities:
a EUGlobaComputing
EPSR Active Networks
EPSR eScience
UKCRC GreaChallengelghiquitouSomputing
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