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Mobile Ambients

‘ Both administrativedomainsand computationalenvironmentgCardelli-Gordon) \
® Subjectivemovements

nfinm:P jQ])m[R]il m[n[P|jQ]JR]
minfoutm:P JQ]JR]i! n[PjQJ]m[R]

® Processinteraction
NfAMi:P | (X):Q]i! n[P jQfx:= Mg];

® Bounday dissolver
open iRl Qi ! IR "

o o . |
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Interferences in Mobile Ambients

‘ ® The inherentnondeterminismof movementmay go wild: Grae Irnterferences \

K[n[inm:P joutk:R]j m[Q]]
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Interferences in Mobile Ambients

‘ ® The inherentnondeterminismof movementmay go wild: Grae Irnterferences \

K[n[in m:P joutk:R] | m[Q]]

® Introducing SafeAnbiers (Levi-Sangiorgi)

nfinm:P jQ]jm[inm:RjS]i! m[n[PjQ]jRjS]

# Co-capabillitiesd single-threadedmg@s®ut graveinterferences
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Interferences in Mobile Ambients

‘ ® The inherentnondeterminismof movementmay go wild: Grae Irnterferences \

K[n[in m:P joutk:R] | m[Q]]

® Introducing SafeAnbiers (Levi-Sangiorgi)

nfinm:P jQ]jm[inm:RjS]i! m[n[PjQ]jRjS]

# Co-capabilitiesd single-threadedméissut graveinterferences

® Safe Ambientswithpassardshavea convenientlytreatable semantics.
(Merro-Hennessy)

n[in (m;k):P j Q] jm[in (m;k):RjS]i! m[n[PjQ]jR]S]
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Mobile Boxed Ambients

‘ ® operis nature of ambientdissolvers a potential sourceof problems. \

® Direct communicationas alternative sourceof exgessivenessiobildxed
Anbiers (Bugliesi et al.). Perfam I/O on a subambientn's local channel(viz.

(x)") aswell asfrom the parent's local channel(viz. (x)")

(X)":P jn[iMi:Q jR]j! Pfx:=Mgjn[QjR]
MMi:Pjn[(x):Q jR]i! Pjn[Qfx:=MgjRI:

o o . |
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Mobile Boxed Ambients

‘ ® operis nature of ambientdissolvers a potential sourceof problems. \

® Direct communicationas alternative sourceof exgessivenessiobildxed
Anbiers (Bugliesi et al.). Perfam I/O on a subambientn's local channel(viz.

(x)") aswell asfrom the parent's local channel(viz. (x)")

(X)":P jn[iMi:Q jR]j! Pfx:=Mgjn[QjR]
MMi:Pjn[(x):Q jR]i! Pjn[Qfx:=MgjRI:

® But it is a great sourceof NoN-loalnondeterminiand commnication
Interference

m[(x)":P jn[MMi j (x):Q j k[(x) :R]1]]
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Mobile Boxed Ambients

‘ ® operis nature of ambientdissolvers a potential sourceof problems. \

® Direct communicationas alternative sourceof exgessivenessiobildxed
Anbiers (Bugliesi et al.). Perfam I/O on a subambientn's local channel(viz.

(x)") aswell asfrom the parent's local channel(viz. (x)")

(X)":P jn[iMi:Q jR]j! Pfx:=Mgjn[QjR]
MMi:Pjn[(x):Q jR]i! Pjn[Qfx:=MgjRI:

® But it is a great sourceof NoN-loalnondeterminiand commnication
Interference

m[(XT)”ZP J n[H\fi J (>T<)1QJ' k[(Xf)"IR]]]
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Intr oducing NBA: Communic ation

‘ NBA a freshfoundationbasedon: eachambientcomesequipped with two \
mutually non-interferingchannels for localand upnardcommunications.

(X)":P j n[hV if\‘:Q JR]i! Pfx:=Mg|n[Q )R]
Mi":P | n[(x)”*:Q JR]i! P n[Qfx:=MgjR]
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Intr oducing NBA: Communic ation

‘ NBA a freshfoundationbasedon: eachambientcomesequipped with two \
mutually non-interferingchannels for localand upnardcommunications.

(X)":P jn[MMi*Q jR]i! Pfx:=Mgjn[QjR]
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Intr oducing NBA: Communic ation

‘ NBA a freshfoundationbasedon: eachambientcomesequipped with two \
mutually non-interferingchannels for localand upnardcommunications.

(X)":P jn[MMi*Q jR]i! Pfx:=Mgjn[QjR]

H\/Iir|':P | T[(X)?:Q JR]i! P n[Qfx:=MgjR]

® Good algelraic laws; simpletype system;

® Expessiveness??
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Intr oducing NBA: Communic ation

‘ NBA a freshfoundationbasedon: eachambientcomesequipped with two \
mutually non-interferingchannels for localand upnardcommunications.

(X)":P jn[MMi*Q jR]i! Pfx:=Mgjn[QjR]

H\/Iir|':P | T[(X)TQ JR]i! P n[Qfx:=MgjR]

® Good algelraic laws; simpletype system;
® Expessiveness??
® Hmm, rather poor: n[P] cannot, for instance,communicatewith childrenit

doesn't know statically It can neverlean about incomingambients,and will never
be ableto talk to them.

o o . |
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Intr oducing NBA: Mobility

‘ ® Essentiallyour ideais to introduce co-actionsof the form enter(x) which have \
the e®ectof binding the variable x.

® Sucha purely binding mechanisndoes not provide a way control of accessput

only to registers As a (realistic) accesgprotocol wherenewly arrived agents
must registerthemselvego be grantedaccesdo local resources.

L. .+ |
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Intr oducing NBA: Mobility

‘ ® Essentiallyour ideais to introduce co-actionsof the form enter(x) which have \
the e®ectof binding the variable x.

® Sucha purely binding mechanismdoesnot providea way control of accessput
only to registerns As a (realistic) accessrotocol wherenewly arrived agents
must registerthemselvego be grantedaccesdo local resources.

® Needa ner mechanisnof accesomrolk
al entefb;Kki:Py | Po]jbfenter(x; k): Q1 Q2] i! ba[P1]P2]] Qifx:=ag] Q2]

This representan accesgrotocol wherethe credentialsof incomingprocessegk in
the rule above) are controlled,as a preliminay stepto the registrationprotocol.
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Intr oducing NBA: Mobility

‘ ® Essentiallyour ideais to introduce co-actionsof the form enter(x) which have \
the e®ectof binding the variable x.

® Sucha purely binding mechanismdoesnot providea way control of accessput
only to registerns As a (realistic) accessrotocol wherenewly arrived agents
must registerthemselvego be grantedaccesdo local resources.

® Needa ner mechanisnof accesomrol

| |
T[enteﬁ?;kiiplj Pa]]j ?[WV(T;k)inj Q2]i! Ha[P1)P2]) Qifx:=agj]Qa]
|

This representan accesgrotocol wherethe credentialsof incomingprocessegk in
the rule above) are controlled,as a preliminay stepto the registrationprotocol.
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ames a,b,...nxy\y,...

Locations:

Ve

Processes:

P

o
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P1jP2
°n)P
1P
MI[P]
YiP

NBA: Syntax

2 N

Messages:
nested names M ;N

enclosing ambient

local

Pre xes:
nil process Ya
composition
restriction
replication
ambient

pre xing

a
enterhM ; N |
exithM ; N i
M :N

enter(x; M)
exit(x; M)

—

name
may enter
may exit
path

messages
input
output
allow enter

allow exit
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NBA: Reduction Semantics

Iimobil'y -

n[enterhm; ki:P1 | P2] _m[enter(x;_k):Ql ] Q2] ! m[n[P1 ] P2] ] Q1fx := ngj Q2]
n[m[exithn; ki:P1 j P2] | Q] _ﬁ(x; K))R ! m[P1 j P2]j n[Q] ] Rfx := mg

commnication

()P ChViQ ! Pfx:= MgjQ
()":P n[MTiAQjR] !  Pfx:= Mg n[QjR]
WVEin:P n[ORQjR] ! P n[Qfx:= MgjR]
structuratongruence
P"™ Q Q ! R R™ SimpliesP j! S

L. .+ |
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NBA: Behavioural Equivalence

ITBarbs j

P#, I®P ~ (°m)(n[enter(x;k):Qj R]}S); forfn;kg\ fmg=;:
P+, i®P =) P%andP%,
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NBA: Behavioural Equivalence

ITBarbs j

P#, I®P ~ (°m)(n[enter(x;k):Qj R]}S); forfn;kg\ fmg=;:
P+, i®P =) P%andP%,

® A relationR is reductionlosed
PRQandP ! P%impliesQ) Q°with PRQ°

it is barbpreservirnfjPRQ andP #, impliesQ+,, :

# Reductiomarledcongruenagitten 2, is the largestcongruencerelation over
processesvhichis reductionclosedand barb preserving.

® NoteWe could equivalentlyobservehd?.

L. .+ |
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The rest of the talk

—

® Two smallexamples

® A few equationallaws

® LTS chaacterizationof reductionbarbed bisimulationcongruence.
P A type system

® An encaling of BA into NBA: BA . NBA + Guaded Choice

o
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A one-to-one communic ation server
‘ Let w(k) be a bidirectionalforwarder for any pair of incomingambients. \
w(k) , w[ enter(x; k):entery; k):(!(z)*:hzi” j '(z)Y:hzi*) ]

An agentcanbe de nedas: A(a;k;P; Q) , a[enterw;ki:P | exithw; ki:Q] and a
communicationserveras:

020k) = (°r) (r[hif]j 1) :(w(k) j exit(;k):exit(;k):r[hi*]) )



A one-to-one communic ation server
‘ Let w(k) be a bidirectionalforwarder for any pair of incomingambients. \
w(k) , w[ enter(x; k):entery; k):(!(z)*:hzi” j '(z)Y:hzi*) ]

An agentcanbe de nedas: A(a;k;P; Q) , a[enterw;ki:P | exithw; ki:Q] and a
communicationserveras:

020k) = (°r) (r[hif]j 1) :(w(k) j exit(;k):exit(;k):r[hi*]) )

It can be provedthat:

(° k)( 020(k) j A(k;a1; M i%P1; Q1) j A(k;az; (X)MP2fxg;Q2) j | i21 A(K;ai;Ri;Si) )

=) 2 (°k)( 020(k) j a1[P1 ] Q1] j az[P1fx = Mgj Q2]j | i21A(K;ai;Ri;Si))

that is, oncetwo agentsengagein communicationno other agentknowing the key
k can interferewith their completingthe exchange.

- 4]



A print server

‘ The following processassignsa progressivenumber to incomingjobs. \

enqueue, (°c) ( c[hli?]j I(n)¢:enter(x; k):mi*:c[m + 1iR])



A print server

‘ The following processassignsa progressivenumber to incomingjobs. \

enqueue, (°c) ( c[hli?]j I(n)¢:enter(x; k):mi*:c[m + 1iR])

We canturn it into a print server(which consumessuchnumkbers).

prtsrv(k) , K[ enqueug | print ]
print , (°¢) ( [hLi®]j Y(n)c:exit(x; n):(data)*:(Pfdatag j c[m + 1i*])

A client then acts as:
job(M: k), (°p)p[ entetrk; ki:(n)*:(° g)g[exithp; ni:iM iR ]

It entersthe serverprtsrv(k) (using enqueug, it is assigneca number that it uses
asa passwverd to cary job M to print (which eventuallywill bind it to data in P.
(Dynamic namediscoveryand passverds are fundamentalhere.)

- 4]



Some Equational Laws

‘ Garbag€ollectiolavs
()" Pj():QjhvrimR] 2 O
[ G)":P jNFi:P jhVFim:P] 2 0



Some Equational Laws

Iarbag@ollectiomvs
()" Pj():QjhvrimR] 2 O
I[ GOM:P jANVTi:P jhti™:P ] 2 0
Commnicatiofavs
I[ VIR j ViR ] 2 I[hVGiR ] j IV iR ]
[(%):P j hWri:Q] 2 I[Pfx:= Mgj Q]
CDCe"P jIIMTiIAQ]) 2 (eI)(Pfx:= MgjI[Q])
m[(9)':P j I[MViRQ]] 2 m[Pfx:= Mgjl[Q]]
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Some Equational Laws

Iarbag@ollectiomvs _‘

()" Pj():QjhvrimR] 2 O
I[)":P j VP jVTi™:P ] 2 0
Commnicatiofavs
I[ VIR j ViR ] 2 I[hVGiR ] j IV iR ]
I[(¥):P j AVri:Q] 2 [[Pfx:= NMgj Q]
CDCe"P jIIMTiIAQ]) 2 (eI)(Pfx:= MgjI[Q])
m[(9)':P j I[MViRQ]] 2 m[Pfx:= Mgjl[Q]]
Mobily lavs
(° p)(m[enteim; pi:P] j n[enter(x; p):Q]) = (°p)(n[Qfx := mg | m[P]])
um[entem;pi:P]j n[enter(x; p):Q]] = I[n[Qfx = mg] m[P]]] J



-

An LTS for NBA

‘ Concretions: (°p)hPiQ and (CphMiQ \

(Amb Co-enter) (Co-enter HO)
enter(n;k ) 0 m enter(n;k ) _
P iiiiiii! P P iiiiiiiii! (°p)hP1iP2 p\ M(Q) = ;
m enter(n;k ) o m enter(n;k )Q _ _
m[P] iiiiiiiii! (°)hAPHO P iiiiiiiiiii! (©p(m[n[Q]] P1]]j P2)
(Exit) (¢-Exit)
exithn;k i _ exithk i 0 exit(m;k )
P iiiiii! (°p)m[P1]iP2 P iiiii! (°p)miP iiiiii!
exithk _ _ _ (; _
n[P] iiiii! (°pmi(m[P1]j n[P2]) PiQ ii!' (p(P° QY9
(Exit HO)

exithn:k i

P iiiiii! (pm[P.]iP2 x2 fn(R) p\ fn(QjR) = ;

exithn;k i QR
P iiiiiiiii! (°p)(m[P1]j n[P2j Q]]j Rfx := mg)

4]



A Characterisation of Reduction Bisimulation
‘ ThmifP jt POthenP ! PO IfP ! PCthenP ¥ PO \
Bisimilamt A symmetricrelation R is a bisimlationf
PRQ and Pi? P° implies 9Q=) Q° with P°R Q°
PvQif PR Q for somebisimulationR .

The closureunder substitutionsof % is denotedby Va.

Thm If P % Q thenP 2 Q and viceversa.

- 4]



A Type System for NBA

| Tyges

Messadg/pes W

Exdvangdypes E;F

Pracesdypes T

N[E]
CIE]

shh
W s Wi

[E;F]

ambient/passverd
capability

no exchange
tuples(k , 0)

composite exchange

N[E] typesboth ambientsand passwrds; shhis the Silehtype N[shH is an
ambientwith no upward exchange®r a passverd that revealthe visitor's name.



A Type System for NBA

| Tyges

Message/pes W = N[E]
] CIE]
Exdiangdypes E;F := shh

ambient/passverd
capability

no exchange

] Wy Wy tuples(k, 0)

Pracesdypes T = [E;F]

composite exchange

N[E] typesboth ambientsand passwrds; shhis the Silehtype N[shH is an
ambientwith no upward exchange®r a passverd that revealthe visitor's name.

Type Ervironmes

(Env Empty) (Env name)

1 azZDom(j)

\_ ?

i;a:W | \



Typing Rules

Iil\/lessages j

(Pr ojection) (Path)
isa:w; 0! i  Mi1:C[E1] i M2 :C[E2]
ica:W:;i% a:w i ° M1:M>:C[E1t E>]
(Enter) (Exit)
i M :N[E] i N :N[F] (F6 G) i M :N[E] i N :N[F] (F6 G)
i ~ enterhM ;Ni : C[G] i exithM;Ni : C[G]



Typing Rules

Iil\/lessages j

(Pr ojection) (Path)
isa:w; 0! i  Mi1:C[E1] i M2 :C[E2]

ica:W:;i% a:w i ° M1:M>:C[E1t E>]
(Enter) (Exit)
i M :N[E] i N :N[F] (F6 G) i M :N[E] i N :N[F] (F6 G)

i ~ enterhM ;Ni : C[G] i exithM;Ni : C[G]
Praesses

(Par) (Repl) (Dead)

i PI[ESF] i Q:[E;F] i~ P[ESF] i

i P jQ:[EF] i P [E;F] i O0:[E;F]
(New)

i:n:N[G] P :[E;F]

L i (°n:N[G])P :[EF] J




Typing Rules: Il

‘ Praessesobily

(Amb)

i M :N[E] i P :[F;E]

i  M[P]:[G/H]

(Co-enter)

i M :N[W] ij;x:NW] P :[E;F]

i ~ enter(x; M):P :[E;F]

(Co-enter-silent)

i M :N[shhl | " P:[E;F] (x62v(P))

—

(Prefix)

i M:CIF] i P:[E;G] (F6 G)

i  M:P :[E;G]

(Co-exit)

i M N[W] j;x:N[W] P :[E;F]

i ~ enter(x; M):P : [E;F]

-

i exit(x; M):P : [E;F]

(Co-exit-silent)

i M :N[shh] j P :[E;F] (x62v(P))

i exit(x; M):P : [E;F]
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Typing Rules: I

‘ PraessedO

(Input)
i %W > P [W:E]

i~ (c:W)P :[W;E]

(Input M)

(Input A
i W P [E;W]

i~ OeWAP [E:W]

(Output)

i ° M N[W] ;%W P :[G;H] i MW P [WIE]

i © WM P [G;H]

(Output A
i MW j P:[E;W]

i hVFiRP [E;W]

SulpectReductionf

-

i hVFi:P : [W;E]

(Output  N)
i " N:NW] j " M:W | P:[GH]

i~ hvriN:P :[G;H]

"P:TandP ! Q,thenj Q:T.

4]



Encoding: BA In NBA

‘ We can encale BA into NBA enrichedwith a focusedform of nondeterminism. \

fi P on = trossj hPi,

hm[P]i n = m[fiP gm]

h(x)2Pin = (xX)2hPin

h(X)P i n = (X)hPin+ (X)AhPi,+ exit(y;pw)(x)Y hP i, y 2 fn(P)

h(x)’Pin = (°p)p[exithn; pri:(xXenterhn; pi:hxi®] j enter(y; p)(x)Y hPin  p;y 2 fn(P)

htMi2aPi, = HhVi2hPinj

htMiPin, = HMihPi,+ WMi?hPi, + exit(y;pr)iMiY hP i, y 2 fn(P)

htMi"Pin = (° p)p[exithn; pwi:hM i®:entertn; pi:h¢fR ] j enter(y; p)()Y hPin p;y 2 fn(P)
where tross = lenter(x; mv) j lexit(x; mv), in n = entertn; mvi, and out n = exithn; mvi.

- 4]



Encoding: BA In NBA

‘ We can encale BA into NBA enrichedwith a focusedform of nondeterminism. \

fi P on = trossj hPi,

hm[P]i n = m[fiP gm]

h(x)2Pin = (xX)2hPin

h(X)P i n = (X)hPin+ (X)AhPi,+ exit(y;pw)(x)Y hP i, y 2 fn(P)

h(x)’Pin = (°p)p[exithn; pri:(xXenterhn; pi:hxi®] j enter(y; p)(x)Y hPin  p;y 2 fn(P)

htMi2aPi, = HhVi2hPinj

htMiPin, = HMihPi,+ WMi?hPi, + exit(y;pr)iMiY hP i, y 2 fn(P)

htMi"Pin = (° p)p[exithn; pwi:hM i®:entertn; pi:h¢fR ] j enter(y; p)()Y hPin p;y 2 fn(P)
where tross = lenter(x; mv) j lexit(x; mv), in n = entertn; mvi, and out n = exithn; mvi.

Thm P ;i1 POthenfiPg ;i

-

¢ o
1 > fiP%p.
él c-'I

ffiPg ii! Q,then9P il P°with Q> fiPp.
If P and Q are SINgle-threadeeh P g, 2 fQ g, implies P 2 Q.
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Conclusion and Future Work

IiType iInference. _‘

Information °ow analysis.
Compaisonwith Sealcalculus.
Implementation.

Logics.
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