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Global Computing Scenarios

‘ A Little Taleof GlobaComputing. \

® Imagineyourselfenteringa domain, say the classrom of your next tutorial.

® Your Weaable PersonalAcademicDevice(WPAD) negotiatesaccesdo
facilitiesin the classrom. The ambientwill haveto establishyour identity
and verify your credentials.

® Asthe environmentleans about you, you start leaning about it. Your
WPAD will registerpresencesand downloadthe relevantrecads from the
teachingdatabase.Oxce hour meetingswill be negotiated,and.. .

® The day's exercisewill be uploadedto the students'devicestogetherwith a
helper application. Your WPAD will ansver the simplequestionsdirectly.
Usingtheir devices studentswill cooperate (legally), and.. .

® Asyou leavethe domain,students'work will be recaded for monitoring and
assessmenpurpose,and.. .

- E -



Global Computing Aspects

‘ GlobaComputingfersto computationvia the shaing of a seamlessglistributed, \

open-endednetwork of boundedresourceby agentsof all sat (possiblymalicious),
acting with partial knowledgeand no central coordination.
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Global Computing Aspects

‘ GlobaComputingfersto computationvia the shaing of a seamlessglistributed, \

open-endednetwork of boundedresourceby agentsof all sat (possiblymalicious),
acting with partial knowledgeand no central coordination.

Someftheasgctanvoled
B |[ocalities $» mobility and migration
P diversiy $» communication
®» open endedness ®» no central control

$ no a priori trustworthy autharity  #® maliciousentities
P patial knowledge. . » ... andits acquisition

®» and surelymare...



Global Computing Requirements

Ii Dynamic Leaning and Checkingabout Environmentand Peers
® Trust Formation and Management
® |ocation Awareness
® Policiesof AccessControl and their Enfarcement
® Securily: Authentication, Privacy Non Repudiation
® Protection of ResourceBounds
9

and surelymore.. .
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Global Computing Requirements

‘ The global network is a dangerousworld for agentsand domainsaswell. A picture \
that summaisesa lot:

Untrusted Environment
4 N\
Safe Domain

T @@

- J

Dynamic Verification at Domain Boundaries

FET-GCseekso establishsolid scienti ¢ foundationsfor GC applications. This
clusteraimsat developingtechniques,methodologiesand tools for the Analisys
of Systems (& Security) .

L. .+ |



The Cluster

‘ Obhecties: \
® Formal modelsand techniguesfor the specification of mobile, distributed

systemson the global network the analysisof their behaviour.

® Formal paradigmsfor the programmingof GC systems,ncludingthe aspects
of mobility, distribution, reconfigurabiliy, securif, and trust.
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The Cluster

I?kjecties: _‘

9

9

Formal modelsand techniguesfor the specification of mobile, distributed
systemson the global network the analysisof their behaviour.

Formal paradigmsfor the programmingof GC systems,ncludingthe aspects
of mobility, distribution, reconfigurabiliy, securif, and trust.

MerberPrqgects:

9

oo o0 0

o -

DARI : Dynamic Assemblyand Reconfiguration
MIKADOMobile Calculibasedon Domains
MRG: Mobile ResourceGuaantees

MS Modelsand Typesfor Securiy

Profundisroofs of Functionality
SECURESecureEnvironmentsfor Collatoration




The Resarch
‘ Somdhemem GlobaComputing:

® Dynamic(Re)Configuration

® DomainBasedModelsand Languages

® Securiy Policiesand Trust: Modelsand Management
® ResourceAccessand UseControl

® [nformation Con nementControl

9o

ExecutionModelsand Strategies
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The Resarch

‘ Somdhemem GlobaComputing:

Dynamic (Re)Configuration

9
9
9
9
9
9

Som&esedndvethds:
®» Typesand Logics

®» Abstract Models
® Prototype Implementations

o -

Domain BasedModelsand Languages

Securiy Policiesand Trust: Modelsand Management
ResourceAccessand Use Control

Information Con nementControl
ExecutionModelsand Strategies

® FoundationalCalculi
» ProgrammingConstructs
» and surelymare...



What Do We Do?

‘ ® Everythemereceivesattention by 3 or 4 projectsusingat least2 reseach \
methods
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What Do We Do?

‘ ® Everythemereceivesattention by 3 or 4 projectsusingat least2 reseach \
methods

Table | Types| Calcull Abs.Malels ProgrConstr|{ Implem|
Recon guration x X X X
Domains x X X X X
TrustMalels X X
Resourdeorol |  x X X
InfoCon nemén  x X
ExecutioMalels| x X X

o -



How Do We Do I[t?

‘ ® Eachcluster'smemter is engagedn reseach on 3/4 themes \
usingat least3 di®erentreseach methaods.
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How Do We Do I[t?

‘ ® Eachcluster'smemter is engagedn reseach on 3/4 themes
usingat least3 di®erentreseach methaods.

—

Table | DARI | Mikado| MR5 | MyThS Profundis SECURE
Recon guration x| X X
Domains x| X X X
TrustMalels X X X
Resourdceoitrol X X X X
InfoCon nemen X X X
ExecutioMalels| x X X X

o -



Programming for Recon gur ation (Dart)

‘ ScenarioObject interfacesneedto changeat runtime \
Fikle id+ c: changeclass(and type) of id to c. (Drossopoulou et al)
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Programming for Recon gur ation (Dart)

‘ ScenaritObject interfacesneedto changeat runtime \
Fikle id+ c: changeclass(and type) of id to c. (Drossopoulou et al)

root class Player f
void wake()f g
void kiss() f @

g

state class Frog extends Player f
Throat throat;

void wake()f throat.croak(); g
void kiss() f this +Prince; ¢

g

state class Prince extends Player f
Weaponsword,;
void wake()f sword.swing(); ¢

g
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‘ ScenaritObject interfacesneedto changeat runtime \
Fikle id+ c: changeclass(and type) of id to c. (Drossopoulou et al)
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void wake()f g nw;ﬁlﬁhfr (rooh%
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g Frog reclassiable  Prince
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state class Prince extends Player f
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void wake()f sword.swing(); ¢

g

- 4]



Programming for Recon gur ation (Dart)

‘ ScenaritObject interfacesneedto changeat runtime \
Fikle id+ c: changeclass(and type) of id to c. (Drossopoulou et al)

root class Player f
void wake()f g nw;ﬁlﬁhfr (rooh%
void kiss() f ¢ -

g Frog reclassiable  Prince

state class Frog extends Player f
Throat throat;
void wake()f throat.croak(); g
void kiss() f this +Prince; ¢

g
state class Prince extends Player f

Weaponsword,; W@Ot%

void wake()f sword.swing(); ¢ C1 D Ck
g
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Programming for Recon gur ation (Dart)

‘ Variablesand this may changetype. The type systemensureghat nothing goes \
wrong.



Programming for Recon gur ation (Dart)

‘ Variablesand this may changetype. The type systemensureghat nothing goes \

wrong.

Methdssignatures m (t1 x)fcy, ...

class D f

bool f() fAQf... g

g
state class C extends Af

this.m(true);
aD.f();
this.m(true);

g

ng €Jd

e®ectsootssulpectto reclassi cation

void play(Frog fl,Frog f2) f
f1.croak();
f2 +Prince;
f1.croak();

g



Programming for Recon gur ation (Dart)

‘ Variablesand this may changetype. The type systemensureghat nothing goes \
wrong.

Methdssignatures m(t1 x)fcy, ... ,c,of e
g ( )fc \g g

e®ectsootssulpectto reclassi cation

class D f
bool f() fAQf... g
g void play(Frog fl,Frog f2) f
state class C extends Af f1.croak();
this.m(true); f2 +Prince;
aD.f(); f1.croak();
this.m(true); g
newerv
g l
TypingRulesP; " e:tkij%k A< e®ects

P " cstate R(P;c) = R(P;i(id))
P;i id+c:ckjfid7! cgkfR(P;c)g
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Programming for Recon gur ation (Dart)

‘ ScenarioProvidea classdownloadedfrom the network with trusted methaods to \
accesdocal resources(Bono et al. Joint work with Mikado-Florence)

MixinsClassparametrisedover a superclass mapsfrom classedo classes

m ; C = instantiate mixin m overa baseclassC

rec(visitor: AgentMixin). /PrW|d%rlnerdrlwrs
let Print = visitor | Printer“In new Print().sta rt()
Owerrideead/writenethds

rec(visitor: AgentMixin). /
let SafeVisitor = restrict™ visitor | Object

In new SafeVisitor().start()
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Programming for Recon gur ation (Dart)

‘ ScenarioProvidea classdownloadedfrom the network with trusted methaods to \
accesdocal resources(Bono et al. Joint work with Mikado-Florence)

MixinsClassparametrisedover a superclass mapsfrom classedo classes

m ; C = instantiate mixin m overa baseclassC

Types Enface safey

methds

Conjtructaﬂg
clasg’; %)  mixif°; °s;Ys; Ysed; Yhew)

i C:.clasSc;¥ i m:mixif°;°s; ¥ ; Ysed Yaew ii‘f‘/;‘sj/“oz%
m, C :class ;%)
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DART
‘ Dynamiéssebily Recon guratiofiype Cheking

Dynamic Type Checkingat Administrative Boundaies

Meta Programmingfor Assemblyand Reconfiguration
FocusandexectedResults

Calculifor Assemblyand Reconfiguration

Calculifor Object Evolution and Adaptation at Runtime

FlexibleType Systemsfor Compositional Analysis
People

Genova:AnconayloggiZucca

Heriot-Watt: Wells
Imperial: Drossajulou

Torino: Copp, Dezan(GianninkonselRonhi



Types for Resource Bounds (MR G)

‘ / \
Safdrecursiort (x; y¥)——safears  normalars

No recursionon safevars. Resultsof recursivecalls must be consideredksafe.

Thm.(Bellantoni-Cmwk.) f (%) isP i®f (¢;) is de nable via saferecursion



Types for Resource Bounds (MR G)

‘ / \
Safdrecursiort (x; y¥)——safears  normalars

No recursionon safevars. Resultsof recursivecalls must be considerecsafe.
Thm.(Bellantoni-Cmwk.) f (%) isP i®f (¢;) is de nable via saferecursion

This doesn't meanthat all polynomialalgaithms are definable.
Eg, insertionsat:

insert a[] = [a]
insert a (b:l) =ifa < b then then a:bil
else b:(insert al)

sort [] =]
sort(a:l) = Insert a (sort 1)

sort shouldbe handledsafelyand thus not fed to insert .
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Types for Resource Bounds (MR G)

‘ / \
Safdrecursiort (x; y¥)——safears  normalars

No recursionon safevars. Resultsof recursivecalls must be considerecsafe.
Thm.(Bellantoni-Cmwk.) f (%) isP i®f (¢;) is de nable via saferecursion

This doesn't meanthat all polynomialalgaithms are definable.
Eg, insertionsat:

insert a[] = [a]
insert a (b:l) =ifa < b then then a:bil
else b:(insert al)

sort [| =1]
sort(a:l) = Insert a (sort 1)

sort shouldbe handledsafelyand thus not fed to insert .

Hofmandevelogd a type systembaseon a+ne linear lambda calculusand a
modality @ (normal vars) to solvethe problem.
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MRG

‘ Mobild&Resourcguaraees \

Turn the previousinto a methad for derivingand certifying polynomial
boundsfor time and especially spaceconsumptionof programs.

Maintainanceof Boundson Quantitative useof Resources
FocusandexectedResults

Developthe infrastructure neededio endav mobile code with independently
verifiablecertificatesdescribingresourcebehaviour.

People
Edinburgh: AspinalliGilmoreSannell&tark
Munich: Hofmann
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Types for Resource Control (MyThS)

‘ Groupl'ypesfor Anbieh Mobilyg Comrol:  An anomaly \

Odysseug| in Horse:out Horse:DESTR OY _TRQOY ] Horse[in Troy]j Troy[ TR OJANS ]

groups
Well typed underthe assumptions

Odysseus:. anif AchaeanmaCrod&adgei]
Horse : anbfGadget mgCrod€ity] |
Troy : an[City; ]

But, after a while

Troy[ TROJANS j Horse[ Odysseugout Horse:DESTROY _TROY ]]]

The deedis done

- 4]



Types for Resource Control (MyThS)

etofgroups subyping
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Types for Resource Control (MyThS)

Irne_nedy

etofgroups subyping
e systemant]G; mopG] ] (Merro, Sassong

i~V :anb[G; molS ]] i~V :anb[G; molS ]]

i InV :capH;molfGg]] i = out V :capH; molpS ]]

iV :anb[H;mopS ][] i = P :prafH; molS ]]
i V[P]: pralG; molp? |]

G2 S

—
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Types for Resource Control (MyThS)

etofgroups subyping —‘
‘ Are nedype systemani[G; mopG]] (Merro, Sassong
i~V :anb[G; molS ]] i~V :anb[G; molS ]]
i InV :capH; molpfGg]] i = out V :capH; molfS ]]

iV :anb[H;mopS ][] i = P :prafH; molS ]]

: G2S
i VI[P]: praG; mok?]]

The only way in for Odysseuswould be a suicidalTroy

Horse : aniGadget, molff Cityg] ] Odysseus : anif Achaean molff Gadget, Cityg] ]

Thm.Whenever; ~ n[inm:P j Q]j m[R]:! , then

i  m:anb[M;_] and |  n:anb[_; mokS ]]

with M 2 S . (It has beenextendedto co-capabilities and tighter control.)
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Types for Info Con nement (MyThS)

‘ InformatioRlov Secunt Preventunwanted °ow of information in systems \

No READ-UFNo WRITE-D@/N(military )

No READ-UMNo WRITE-URcommercial)
BxedAnbiets: [ (x)"P jh[Mi Q]] TMiPQjh[(X)'P ]
‘[(>T<)'“H\/I TP h[ H\fl i"QI1j(x) P
lovmessage IoNpra:ess

Nonrnterferenc®ligh inputs do you in°uencelow outputs
Def.P isinterference-fri&

8H2H; PjH2_ P:

Thatis,P + I®Q + *, for all ~ 2 L in all contexts.
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Types for Info Con nement (MyThS)

‘ InformatioRlov Secuntin BocedAnbiers: (crafa et al)
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High \
Low N\
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Types for Info Con nement (MyThS)

‘ InformatioRlov Secuntin BocedAnbiers: (crafa et al) \
\;h/\\\ }
High \\
Low || . N\
h N

Thm.; ° P : T i®P issecure

Assumptiomell-typedness.Open:Extendto externalsecuriy (under attack)
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MyThS

‘ MalelsandTypesfor Secunytin Mobilé&ystems \

Theaies of TypesunderpinningSecureLanguagedor GlobalComputing

Focusandex@ectedResults
An integratedset of modelsand typesfor

ResourceAccessControl

Information Flow Analysis

Protocol Analysis
People:

Sussex:Hennesd$yathk,Sassone
ENS: Castagna
Venezia:BugliesFocardi
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Programming for Domains (Mikado)

‘ Domain$cations,ambients,sites,.. ., all treat notions suchas distribution, \
accesgontrol, migration, failures,. ... EXxisting calculi havea singleprede nite
behaviourass@iatedto a domain.

M-calculuallows explicit programmingof di®erentkinds of localities. (Schmitt,
stefani) Aim to realisticfoundationfor a GC programmingmodel.

cell = membrane + contents: a(P)[Q]



Programming for Domains (Mikado)

‘ Domain$cations,ambients,sites,.. ., all treat notions suchas distribution, \
accesgontrol, migration, failures,. ... EXxisting calculi havea singleprede nite
behaviourass@iatedto a domain.

M-calculuallows explicit programmingof di®erentkinds of localities. (Schmitt,
stefani) Aim to realisticfoundationfor a GC programmingmodel.

cell = membrane + contents: a(P)[Q]

BasidviehanismoinPattern
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Programming for Domains (Mikado)

‘ Domain$cations,ambients,sites,.. ., all treat notions suchas distribution, \
accesgontrol, migration, failures,. ... EXxisting calculi havea singleprede nite
behaviourass@iatedto a domain.

M-calculuallows explicit programmingof di®erentkinds of localities. (Schmitt,
stefani) Aim to realisticfoundationfor a GC programmingmodel.

cell = membrane + contents: a(P)[Q]

Migratiolmy selfimarshalling

a(pasgV | P)[Q] & V(,:P)(,Q)

Thus, Gda;u) , passg,pq:b:enter(,:a(p())a(]) -
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Programming for Domains (Mikado)

‘ Domain$cations,ambients,sites,.. ., all treat notions suchas distribution, \
accesgontrol, migration, failures,. ... EXxisting calculi havea singleprede nite
behaviourass@iatedto a domain.

M-calculuallows explicit programmingof di®erentkinds of localities. (Schmitt,
stefani) Aim to realisticfoundationfor a GC programmingmodel.

cell = membrane + contents: a(P)[Q]

Commnicatianmessagesrossone cell membrane by elementay steps: d:rV
travelsto cell d, whereit becomesa local rVV (either in memlraneor in contents).

(P 1 rV)IQ]
3
arv | a(P)[Ql\MM/
+

a(P j arV)[Q] —/a(P)[Qj rV]
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‘ DomainsA widenotion At the other end of the spectrum, a calculuswith \
extremelysimple, passivdocation aimedat modelling hardware embeddeddevices,
suchassmat cards.



Programming for Domains (Mikado)

‘ DomainsA widenotion At the other end of the spectrum, a calculuswith \
extremelysimple, passivdocation aimedat modelling hardware embeddeddevices,

suchassmat cards.
MRZMOb”&eSOUI’C%ssoneet al)
Objective Mobility
BoundedCapaciy Slots‘}lq-ecmm’eCa'oabibi't
m:P jm

nbrcjn. bijijbrc
availableslot



Mikado
‘ Mobil€alculbasednDomains \

ProgrammingModel for Reliable,Distributed, Mobile Computationbasedon
Domains(locations,ambients,...)

Focusandex@ectedResults
Formal models, Specificationand AnalysisTechniques
Programmingmodel and care Languagefeatures
Executionstructuresand Virtual Machines

People
INRIA: BoudolCastellangtefani
Firenze:Boreal& opp, DezanDeNicolaPuglies&enneri
Lisbon: Lopes Raara,Sila,Vasconcelos

Sussex:Hennesdyathk,Sassone




Abstract Models for Domains (Profundis)

‘ Abstractnaleldormobily: Name passingfundamentalmechanisnfor mobility \
a la ¥4 For classicaimodels,though:

(Cy)ky TWN' D X(y)pkz ix!Z . - infinite bunch of transitions



Abstract Models for Domains (Profundis)

‘ Abstractnaleldormobily: Name passingfundamentalmechanisnmfor mobility \
a la ¥4 For classicaimodels,though:

(Cy)ky TWN' D X(y)pkz ix!Z . - infinite bunch of transitions

HDAutomatarreat namesexplicitly to lift automatato the new calculi (Montanari

et al)
mn O
e o o
a'b. In t> h.ok
Co / i \\ g
®
v ‘u xe q°
® ()
W Z

Capturesthe Yzcalculus,its bisimulations,and more.



Profundis

‘ Prafsof Functionalitfor Mobil&ystems \
Models, Logics,Speci cation Languagesand Tools for Mobile Systems

Focusandex@ectedResults

Operational Modelsand related AnalysisTools
High level Logicswith Spatialand Temporal Structure
Advancedtype systemsfor Interference ResourcéAllocation, Declassification

People

Stockholm: AldullaJonsso@amParray, Victor
Lisboa: Moreirq CairesRamara

INRIA: AmadidBartheCastellandirsolo® Sangiorgi

Pisa: Boreald-errariGnesiMotanari Pistore
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Abstract Models for Domains (Dart)

‘ Behaiouraﬂ'yoesforAnbieltB (Coppo, Dezani) \

=t Mg N[el) élé ) éné

i P ¢ ¢ canexhibit both ¢p and ¢;. Subsumptionrule basedon

- ®:0 a®™ - a®Ma ] ®) - ®N

®- !; @Y

- keepsalsotrack of ambientmovements.

Eg: a[in b0]] 0] hastypesalin b:!' || ! |, a[in b:!], Ka[! ]|, and more.
Thm.Let[M]=f¢ji ° ¢0. Then,

M Vimay M%) [MTu M

Completenes$oldsif ‘self-open: a[soa:P j Q] & P j Q.
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‘ DecdamalisedrustManagenten \

Developa model of trust betweenubiquitous, cooperating agents
Useit to defineand enface securily policies
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‘ DecdamalisedrustManagenten

Developa model of trust betweenubiquitous, cooperating agents
Useit to defineand enface securily policies

Credential

Action Requests
|

Credential

System

Compliance
Checker

Policy
System

|

Application]

—



Calculi for Trust Management (SECURE)

‘ DecdamalisedrustManagenten \

Developa model of trust betweenubiquitous, cooperating agents
Useit to defineand enface securily policies

Crec|lentia| Action Requests
|
Credential J]
S Compliance

Applicationj

Checker
Policy
System

Extendto a concurrentscenaio whereagentsinfluenceeachother's
Credentialand Policy Systems.
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SECURE

‘ Securenvironmesfor Collabration
Trust overcomessuspicionand evolvesprivileges

FocusandexectedResults
ComputationalTrust and Collakoration Model
Securily Policiesbasedon Trust
Trust Management

People
Dublin: Jensergahill
Camlridge: BaconMoody
Geneve:Bryce
Strathclyde: NixonConnonyicGettrig Terzis
Aarhus: Damgaartlielsers¢twartzbde



Planned Clustering Activity

Ii 3-4 day workshopin the winter eachyea, with joint review j
Contribute to annualeventfor GC
Organisea SummerSchal in 2003 presentbackgroundin the projects
Organisea 2-day workshopfollowing the schaol
Organisea 2-day workshopin 2004, prepaing for the final event

Workshopas pat of final eventhigh level overviewof what hasbeen
achieved



Future Resarch Dir ections

Ii Tradeo®detweenstatic and dynamictechniques
Resourceéboundsguaantees
Dynamicleaning about environment
Pushtowards languagelevelapplications
More expessivetypes
Beyond OO: Serviceorientation
Ambient Intelligence



Gaps

‘ I'll leavethis to the paneldiscussion.

Thank you for your attention
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