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Global Computing Scenarios

A Little TaleofGlobalComputing.
Imagineyourselfenteringa domain,say the classroom of your next tutorial.

Your WearablePersonalAcademicDevice(WPAD) negotiatesaccessto
facilities in the classroom. The ambientwill haveto establishyour identity
and verify your credentials.

As the environmentlearns about you, you start learning about it. Your
WPAD will registerpresencesand downloadthe relevantrecords from the
teachingdatabase.O±ce hour meetingswill be negotiated,and.. .

The day's exerciseswill be uploadedto the students'devices,togetherwith a
helper application. Your WPAD will answer the simplequestionsdirectly.
Usingtheir devices,studentswill cooperate (legally), and.. .

As you leavethe domain,students'work will be recorded for monitoring and
assessmentpurpose,and.. .
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Global Computing Aspects

GlobalComputingrefersto computationvia the sharing of a seamless,distributed,
open-endednetwork of boundedresourceby agentsof all sort (possiblymalicious),
acting with partial knowledgeand no central coordination.

Someof theaspectsinvolved

localities mobility and migration

diversity communication

open endedness no central control

no a priori trustworthy authority maliciousentities

partial knowledge.. . . . . and its acquisition

and surelymore.. .
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Global Computing Requirements

DynamicLearning and Checkingabout Environmentand Peers

Trust Formation and Management

Location Awareness

Policiesof AccessControl and their Enforcement

Security: Authentication, Privacy, Non Repudiation

Protection of ResourceBounds

and surelymore.. .
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Global Computing Requirements

The globalnetwork is a dangerousworld for agentsand domainsas well. A picture
that summarisesa lot:

Untrusted Environment

Safe Domain

GoodBad

Dynamic Verification at Domain Boundaries

FET-GCseeksto establishsolid scienti¯c foundationsfor GCapplications.This
clusteraimsat developingtechniques,methodologiesand tools for the Analisys
of Systems (& Security) .
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The Cluster

Objectives:
Formal modelsand techniquesfor the specificationof mobile,distributed
systemson the globalnetwork the analysisof their behaviour.

Formal paradigmsfor the programmingof GCsystems,includingthe aspects
of mobility, distribution, reconfigurability, security, and trust.

MemberProjects:
DART: DynamicAssemblyand Reconfiguration

MIKADO: Mobile Calculibasedon Domains

MRG: Mobile ResourceGuarantees

MyThS: Modelsand Typesfor Security

Profundis: Proofs of Functionality

SECURE: SecureEnvironmentsfor Collaboration
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The Research

SomeThemesin GlobalComputing:
Dynamic(Re)Configuration

DomainBasedModelsand Languages

Security Policiesand Trust: Modelsand Management

ResourceAccessand UseControl

Information Con¯nementControl

ExecutionModelsand Strategies

SomeResearch Methods:
Typesand Logics FoundationalCalculi
Abstract Models ProgrammingConstructs
Prototype Implementations and surelymore.. .
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What Do We Do?

Everythemereceivesattention by 3 or 4 projectsusingat least2 research
methods

Table Types Calculi Abs.Models Progr.Constr. Implem.
Recon¯guration X X X X

Domains X X X X X

TrustModels X X

ResourceControl X X X

InfoCon¯nement X X

ExecutionModels X X X
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How Do We Do It?

Eachcluster'smember is engagedin research on 3/4 themes
usingat least3 di®erentresearch methods.

Table DART Mikado MRG MyThS Profundis SECURE
Recon¯guration X X X

Domains X X X X

TrustModels X X X

ResourceControl X X X X

InfoCon¯nement X X X

ExecutionModels X X X X
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Programming for Recon¯gur ation (Dart)

Scenario: Object interfacesneedto changeat runtime

Fickle: id + c: changeclass(and type) of id to c. (Drossopoulou et al)

Player (root)

Frog

66mmmmmm
reclassi¯able Prince

iiRRRRRR

root

c1

;;wwww
: : : ck

ccGGGG
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Programming for Recon¯gur ation (Dart)

Variablesand this may changetype. The type systemensuresthat nothing goes
wrong.

Methodssignatures: t m (t1 x) f c1, ... , cn gf e g

e®ects: rootssubjectto reclassi¯cation
class D f

bool f() f Agf ... g
g void play(Frog f1,Frog f2) f
state class C extends Af f1.croak();

this.m(true); f2 +Prince;
aD.f(); f1.croak();
this.m(true); g

g

TypingRules: P; ¡ ` e : t k ¡ 0 k Á

newenv

e®ects

P ` c state R(P; c) = R(P; ¡( id))
P; ¡ ` id + c : c k ¡ f id 7! cg k f R(P; c)g
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Programming for Recon¯gur ation (Dart)

Scenario: Providea classdownloadedfrom the network with trusted methods to
accesslocal resources.(Bono et al. Joint work with Mikado-Florence)

Mixins: Classparametrisedovera superclass,mapsfrom classesto classes

m ¦ C = instantiate mixin m overa baseclassC

Types: Enforce safety
constructorarg methods

class(° ; ¾) mixin(° ; °S ; ¾S; ¾red; ¾new)

¡ ` C : class(° C ; ¾) ¡ ` m : mixin(° ; ° S ; ¾S; ¾red; ¾new)
¡ ` ¹¾l ¾l ¾S
¡ ` ° S l ° C

m ¦ C : class(° ; ¹¾)
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DART

DynamicAssembly, Recon¯guration,TypeChecking
DynamicType Checkingat AdministrativeBoundaries

Meta Programmingfor Assemblyand Reconfiguration

FocusandExpectedResults:
Calculi for Assemblyand Reconfiguration

Calculi for Object Evolution and Adaptation at Runtime

FlexibleType Systemsfor CompositionalAnalysis

People:
Genova:Ancona,Moggi, Zucca

Heriot-Watt: Wells

Imperial: Drossopoulou

Torino: Coppo,Dezani, Giannini,Honsell,Ronchi
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Types for Resource Bounds (MRG)

SafeRecursion: f (~x; ~y) safevars normalvars

No recursionon safevars. Resultsof recursivecallsmust be consideredsafe.

Thm.(Bellantoni-Cook.) f (~x) is P i® f (~x; ) is de¯nablevia saferecursion

This doesn't meanthat all polynomialalgorithms are definable.

Eg, insertionsort:

insert a [] = [a]
insert a (b:l) = ifa < b then then a:b:l

else b:(insert a l)

sort [] = []
sort(a:l) = insert a (sort l)

sort shouldbe handledsafelyand thus not fed to insert .

Hofmanndeveloped a type systembaseon a±ne linear lambda calculusand a
modality ¤ (normal vars) to solvethe problem.
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MRG

MobileResourceGuarantees
Turn the previousinto a method for derivingand certifying polynomial
boundsfor time and especiallyspaceconsumptionof programs.

Maintainanceof Boundson Quantitative useof Resources

FocusandExpectedResults
Developthe infrastructureneededto endow mobilecode with independently
verifiablecertificatesdescribingresourcebehaviour.

People:
Edinburgh: Aspinall,Gilmore,Sannella, Stark

Munich: Hofmann
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Types for Resource Contr ol (MyThS)

GroupTypesforAmbient Mobility Control: An anomaly

Odysseus[ in Horse :out Horse :DESTR OY TR OY ] j Horse [ in Troy ] j Troy[ TR OJANS ]

Well typed under
groups

the assumptions

Odysseus: amb[ Achaean; mayCross[Gadget] ]
Horse : amb[Gadget; mayCross[City] ]
Troy : amb[City; ]

But, after a while

Troy[ TROJANS j Horse[ Odysseus[out Horse:DESTROY TROY ] ] ]

The deedis done
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Types for Resource Contr ol (MyThS)

A re¯nedtypesystem: amb[G; mob[G] ]

setofgroups+ subtyping

(Merro, Sassone)

¡ ` V : amb[G; mob[S ] ]

¡ ` in V : cap[H; mob[f Gg] ]

¡ ` V : amb[G; mob[S ] ]

¡ ` out V : cap[H; mob[S ] ]

¡ ` V : amb[H; mob[S ] ] ¡ ` P : proc[H; mob[S ] ]

¡ ` V [P ] : proc[G; mob[? ] ]
G 2 S

The only way in for Odysseuswould be a suicidalTroy

Horse : amb[Gadget; mob[f Cityg] ] Odysseus : amb[ Achaean; mob[f Gadget; Cityg] ]

Thm.Whenever¡ ` n[in m:P j Q] j m[R] : ¦ , then

¡ ` m : amb[M; ] and ¡ ` n : amb[ ; mob[S ] ]

with M 2 S . (It has been extended to co-capabilities and tighter control.)
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Types for Info Con¯nement (MyThS)

InformationFlowSecurity: Preventunwanted °ow of information in systems

No READ-UP, No WRITE-DOWN(military )

No READ-UP, No WRITE-UP(commercial)

BoxedAmbients: `[ (x)h P j h[ hM i " Q ] ] `[ hM i h Q j h[ (x)" P ] ]

`[ (x)h hM 0i " P j h[ hM i " Q ] ] j (x)` P

lowprocesslowmessage

NonInterference: High inputs do you in°uencelow outputs

Def.P is interference-freei®

8H 2 H; P j H »= L P:

That is, P + ` i® Q + `, for all ` 2 L in all contexts.
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Types for Info Con¯nement (MyThS)

InformationFlowSecurity in BoxedAmbients: (Crafa et al)

PSfrag replacementsHigh

Low

h

h

`

`

H

Thm.¡ ` P : T i® P is secure

Assumption: well-typedness.Open:Extendto externalsecurity (under attack)
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MyThS

ModelsandTypesforSecurity in MobileSystems

Theoriesof TypesunderpinningSecureLanguagesfor GlobalComputing

FocusandExpectedResults:
An integratedset of modelsand typesfor

ResourceAccessControl

Information Flow Analysis

Protocol Analysis

People:

Sussex:Hennessy, Rathke,Sassone

ENS:Castagna

Venezia:Bugliesi, Focardi
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Programming for Domains (Mikado)

Domains: locations,ambients,sites,.. . , all treat notionssuchas distribution,
accesscontrol, migration, failures,. . . . Existingcalculi havea singleprede¯nite
behaviourassociated to a domain.

M-calculus: allows explicit programmingof di®erentkinds of localities. (Schmitt,

Stefani) Aim to realistic foundationfor a GCprogrammingmodel.

cell = membrane + contents : a(P)[Q]
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accesscontrol, migration, failures,. . . . Existingcalculi havea singleprede¯nite
behaviourassociated to a domain.

M-calculus: allows explicit programmingof di®erentkinds of localities. (Schmitt,

Stefani) Aim to realistic foundationfor a GCprogrammingmodel.

cell = membrane + contents : a(P)[Q]

BasicMechanism:JoinPattern

D = D0; r 1x1 j ¢¢¢j r k xk . P

hD i j r 1V1 j ¢¢¢j r k Vk & hD i j Pf ~V=~xg
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Domains: locations,ambients,sites,.. . , all treat notionssuchas distribution,
accesscontrol, migration, failures,. . . . Existingcalculi havea singleprede¯nite
behaviourassociated to a domain.

M-calculus: allows explicit programmingof di®erentkinds of localities. (Schmitt,

Stefani) Aim to realistic foundationfor a GCprogrammingmodel.

cell = membrane + contents : a(P)[Q]

Migrationby selfmarshalling:

a(passaV j P)[Q] & V(¸:P )( ¸Q )

Thus, Go(a;u) , passa¸pq :¹u:enter(¸:a (p())[ q()]) .
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Programming for Domains (Mikado)

Domains: locations,ambients,sites,.. . , all treat notionssuchas distribution,
accesscontrol, migration, failures,. . . . Existingcalculi havea singleprede¯nite
behaviourassociated to a domain.

M-calculus: allows explicit programmingof di®erentkinds of localities. (Schmitt,

Stefani) Aim to realistic foundationfor a GCprogrammingmodel.

cell = membrane + contents : a(P)[Q]

Communication: messagescrossonecell membraneby elementary steps: d:rV
travelsto cell d, whereit becomesa local r V (either in membraneor in contents).

a(P j r V )[Q]

a:r V j a(P )[Q]

33hhhhh

++VVVVV

a(P j a:r V )[Q] //a(P )[Q j r V ]
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Programming for Domains (Mikado)

Domains:A widenotion.At the other end of the spectrum, a calculuswith
extremelysimple,passivelocation aimedat modellinghardware embeddeddevices,
suchas smart cards.

MR:MobileResources(Sassoneet al)

ObjectiveMobility

BoundedCapacity Slots

nbr c j n . m:P j mb² c & nb² c j P j mbr c

objectivemovecapability

availableslot
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Mikado

MobileCalculibasedonDomains
ProgrammingModel for Reliable,Distributed, Mobile Computationbasedon
Domains(locations,ambients,...)

FocusandExpectedResults:
Formal models,Specificationand AnalysisTechniques

Programmingmodel and core Languagefeatures

Executionstructuresand Virtual Machines

People:
INRIA: Boudol,Castellani,Stefani

Firenze:Boreale,Coppo,Dezani,DeNicola, Pugliese,Venneri

Lisbon: Lopes,Ravara,Silva,Vasconcelos

Sussex:Hennessy, Rathke,Sassone
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Abstract Models for Domains (Pr ofundis)

Abstractmodelsformobility: Namepassingfundamentalmechanismfor mobility
a la ¼. For classicalmodels,though:

(º y) ¹xy
¹x hw i
¡ ! : : : x(y)p¹xz xz¡ ! : : : infinite bunchof transitions

HDAutomata:Treat namesexplicitly to lift automata to the newcalculi (Montanari

et al)

a
b

c

w
u

v

x

z

m on

h
k

g

PSfragreplacements

`

q q0

t

Capturesthe ¼-calculus,its bisimulations,and more.
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Profundis

ProofsofFunctionality forMobileSystems
Models,Logics,Speci¯cation Languages,and Tools for Mobile Systems

FocusandExpectedResults:
OperationalModelsand relatedAnalysisTools

High levelLogicswith Spatial and Temporal Structure

Advancedtype systemsfor Interference,ResourceAllocation, Declassification

People:
Stockholm: Abdulla,Jonsson,Dam,Parrow, Victor

Lisboa: Monteiro, Caires,Ravara

INRIA: Amadio,Barthe,Castellani,Hirschko®,Sangiorgi

Pisa: Boreale,Ferrari,Gnesi,Montanari, Pistore
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Abstract Models for Domains (Dart)

BehaviouralTypesforAmbients (Coppo, Dezani)

¿ ::= ! j M :¿ j N [¿] j ¿ j ¿ j ¿ ^ ¿

¡ ` P : ¿0 ^ ¿1 can exhibit both ¿0 and ¿1. Subsumptionrule basedon

® · ! ; ®® j ¯ · ®; : : : a[®^ ¯ ] · a[®] ^ a[¯ ]; : : : ® j ¯ · ®^ ¯ ; : : :

· keepsalsotrack of ambientmovements.

Eg: a[in b:0] j b[0] hastypesa[in b:! ] j b[! ], a[in b:! ], b[a[! ]], and more.

Thm.Let [[M ]] = f ¿ j ¡ ` ¿g. Then,

M v may M 0 ) [[M ]] µ [[M ]]:

Completenessholdsif `self-open': a[soa:P j Q] & P j Q.
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Calculi for Trust Management (SECURE)

DecentralisedTrustManagement
Developa model of trust betweenubiquitous,cooperating agents

Useit to defineand enforce security policies

Application

Credential Action Requests

Policy
System

Credential
System

Compliance

Checker

Extendto a concurrentscenario whereagentsinfluenceeachother's
Credentialand Policy Systems.
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SECURE

SecureEnvironments forCollaboration
Trust overcomessuspicionand evolvesprivileges

FocusandExpectedResults:
ComputationalTrust and Collaboration Model

Security Policiesbasedon Trust

Trust Management

People:
Dublin: Jensen,Cahill

Cambridge: Bacon, Moody

Geneve:Bryce

Strathclyde: Nixon, Connon,McGettrick, Terzis

Aarhus: Damgaard,Nielsen, Schwartzbach
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Planned Clustering Activity

3-4 day workshopin the winter eachyear, with joint review

Contribute to annualevent for GC

Organisea SummerSchool in 2003presentbackgroundin the projects

Organisea 2-day workshopfollowing the school

Organisea 2-day workshopin 2004,preparing for the final event

Workshopas part of final eventhigh leveloverviewof what hasbeen
achieved
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Future Research Dir ections

Tradeo®sbetweenstatic and dynamictechniques

Resourceboundsguarantees

Dynamiclearning about environment

Pushtowards languagelevelapplications

More expressivetypes

Beyond OO: Serviceorientation

Ambient Intelligence

ISTFET-GC{ Cluster:AnalysisofSystems{ pp.30/31



¿ n o À

Gaps

I'll leavethis to the paneldiscussion.

Thank you for your attention
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