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Introduction

* Wireless Network increasingly at risk.

* Current IDS tools focus on one layer or do
not utilise metrics intelligently.
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Aims

* Collect metrics from multiple layers
* Combine metrics using Data Fusion

X Better accuracy from conventional
methods
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Methodology

Capture Packets

t RSSI Most Volatile

Construct statistics (mode-avg)

RATE

Distance of metric from

(mode/avg of metric) 7 o e per flow

NAV

Assign belief in attack
for each metric ]
I SEQ # Least Volatile

Fuse beliefs for each metric
with Dempster-Shafer
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Data Fusion
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Test-bed
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MitM Attack @ PHY

1. Intercepts traffic
2. Analyses it

3. Injects forged frames
M)

Attacker

BackTrack 4
Atheros Card

Monitor D \\\\\\

BackTrack 4
Client
Atheros Card

Atheros Card g
* Man in the Middle (MitM)

AP

* Takes advantage of lag time

* Injects its own content
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Results: MitM Attack
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Rogue AP attack

Probes Requests
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Rogue AP: Tools

Method Rate ESSID Spoof

: Fixed at
Airbase | Mbps No
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Results: Rogue AP

Airbase

Detected ?

_ 0/405 0/246 0/57
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Benefit of extra metrics

No. of Metrics Beliefs

Attack No Attack | Uncertainty

NAV-SEQ 0.314
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Benefit of extra metrics

* Benefit: Can adapt in case AP resets Seq #
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Things to consider:

X Assume Normal traffic more than Attack
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Conclusions

* Single metrics:

® |nefficient, Inaccurate, Misleading
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Current and Future
Work

* Automate assignment of beliefs
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