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Metric Efficacy in WLAN Security

– Metric selection is a key building block of WLAN security

– Current approaches to selecting attack metrics are sub-optimal

– A new approach which considers regenerative networks under 

threat from a knowledgeable attacker



Internet Usage

In daily Life : How many people use the 

internet (EU)?

http://www.internetworldstats.com/stats.htm (Sept 2009)



Internet Security

Who is at threat?

http://7safe.com/breach_report/Breach_report_2010.pdf (2010)



WLAN Security

Shown to be insecure in a number of ways

• Poor encryption/password systems

• Unprotected management frames (DoS)

• MITM Attacks



The Problem

http://www.msnbc.msn.com/id/37107291/ns/technology_and_science-security (May 2010)



WLAN Security

• Various imperfect methods of protection: Firewalls, Anti-Virus, 

Filters, Human vigilance...

• None of them help once an attacker

gains access to the system.

• Intrusion Detection Systems (IDS)

designed to mitigate this threat.

Protecting IT Systems



Commercial IDS



Open Source IDS
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WLAN Metrics

• Unique and trackable

• Linked to a service within the network

• Changes with different network activity

Wait, what’s a metric?
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• TCP Connection attempts and drops

• Signal strength of beacons

• ARP Table updates

Some examples

Cross Layer!



WLAN Metrics

• Metric selection is an early foundation

• Supports detection performance very heavily

Relevance for IDS

Threat Architect Collect Detect Correlate Evaluate



Metric Selection

• Choose metrics based on:

1) Most effective metrics for each attack

2) How good they are at reliably detecting attacks

Metric Selection



Metric Selection

• (Hussein et al, 03)* # Connections to destination

• (Lu & Traore, 05)* Traffic in / Traffic out

• (Qu, 04)* Deviation in SYN rate

• (Kabiri, 09)* Various TCP Flags

Most effective metrics (DoS):

*See references slide at end of presentation for paper details
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Metric Selection

• Exact metrics are ill defined (# connections, traffic in / out, etc.)

• Success rate not identified (On DARPA dataset, for single attack 

or on single network)

• Different approaches (Observation, lab testing and feature 

extraction)

Selection issues
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Stats!

Pcap traffic 

stats



PhD Approach

• Different approaches

• Live network replays of multiple network types

Currently

• Statistically represent multiple networks

• Organically regenerate these traffic statistics on testbed agents

• Metrics and network stats regress to the mean



Key Points

Metric Efficacy in WLAN Security

– Metric selection is a key building block of WLAN security

– Current approaches to selecting attack metrics are sub-optimal

– A new approach which considers regenerative networks under 

threat from a knowledgeable attacker



Overview
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Questions
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