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Your	
  digital	
  public	
  life	
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PVNets	
  overview	
  

•  The	
  PVNets	
  project	
  aims	
  at	
  understanding	
  how	
  
people	
  deal	
  with	
  privacy	
  

•  How	
  much	
  do	
  ciBzens	
  and	
  customers	
  care?	
  
–  Companies:	
  gathering	
  data	
  	
  
to	
  offer	
  personalized	
  service	
  	
  
to	
  the	
  customers	
  

•  Many	
  other	
  case	
  studies:	
  
–  Financially	
  excluded,	
  family	
  and	
  customer	
  
relaBonship,	
  IPS,	
  …	
  

–  LocaBon-­‐sharing	
  on	
  Facebook	
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Loca=on-­‐sharing	
  on	
  Facebook	
  

•  To	
  understand:	
  
–  	
  Why	
  do	
  students	
  share	
  their	
  locaBon	
  

–  	
  How	
  (text,	
  picture)	
  
–  	
  When	
  
–  	
  To	
  whom	
  they	
  share	
  this	
  locaBon	
  

–  	
  At	
  what	
  locaBons	
  are	
  they	
  more	
  willing	
  to	
  share	
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Methodology	
  

•  40	
  parBcipants	
  for	
  one	
  week	
  
–  	
  pre-­‐briefing	
  session	
  

•  consent	
  form,	
  friends	
  list,	
  Facebook	
  
app	
  installaBon	
  

–  	
  carrying	
  a	
  mobile	
  phone	
  and	
  
replying	
  ESM	
  quesBons	
  for	
  7	
  days	
  
•  	
  ESM	
  stands	
  for	
  Experience	
  Sampling	
  
Method:	
  geZng	
  the	
  parBcipants	
  to	
  
report	
  their	
  ongoing	
  experience.	
  

–  	
  de-­‐briefing	
  session	
  
•  	
  30	
  min	
  interview	
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Testbed	
  

Mobile	
  phones	
  carried	
  by	
  students	
  	
  
 	
  LocaBon	
  retrieved	
  with	
  embedded	
  GPS	
  
 	
  Subjects	
  answer	
  quesBons	
  (e.g.,	
  sharing	
  choices)	
  

Cellular	
  base	
  sta=ons	
  
 	
  Data	
  are	
  sent	
  through	
  
	
  	
  	
  cellular	
  network	
  

Facebook	
  Applica=on	
  
 	
  LocaBon	
  disclosed	
  to	
  friends	
  

Server	
  
 	
  Data	
  are	
  collected	
  in	
  our	
  server	
  
 	
  QuesBons	
  are	
  sent	
  to	
  
parBcipants	
  through	
  SMS	
  

UMTS/EDGE	
  
SMS	
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Example	
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Example	
  

• 	
  We	
  also	
  ask	
  for	
  
parBcipants’	
  feeling	
  while	
  
being	
  tracked	
  
• 	
  When	
  a	
  stop	
  is	
  detected,	
  
we	
  ask	
  to	
  whom	
  the	
  
locaBon	
  should	
  be	
  shared:	
  
nobody,	
  everyone,	
  all	
  
friends,	
  members	
  of	
  friend	
  
lists	
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Example	
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40	
  parBcipants	
  answered	
  2054	
  quesBons	
  

ParBcipants	
  are	
  more	
  
willing	
  to	
  share	
  their	
  
locaBon	
  when	
  they	
  
are	
  in	
  ‘Leisure’	
  or	
  
‘Academic’	
  locaBons	
  
than	
  in	
  the	
  ‘Library’	
  
or	
  in	
  ‘ResidenBal’	
  
areas.	
  

Are	
  loca)ons	
  shared	
  
differently	
  depending	
  
on	
  the	
  type	
  of	
  
loca)on	
  being	
  
shared?	
  

Preliminary	
  Results	
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Preliminary	
  Results	
  

DistribuBon	
  of	
  sharing	
  choices	
  by	
  parBcipant:	
  

 0

 0.2

 0.4

 0.6

 0.8

 1

 0  10  20  30  40  50  60

C
u

m
u

la
tiv

e
 F

re
q

u
e

n
cy

Public or Private location rate (%)

Private
Public

Public/Private	
  locaBon	
  rate	
  =	
  percentage	
  of	
  locaBons	
  shared	
  to	
  nobody	
  (Private)	
  or	
  to	
  everyone	
  (Public)	
  



School	
  of	
  Computer	
  Science	
  
University	
  of	
  St	
  Andrews	
  

Fehmi	
  Ben	
  Abdesslem	
  
fehmi@cs.st-andrews.ac.uk	
  

Preliminary	
  Results	
  

QuesBons	
  asked	
  and	
  answered	
  per	
  hour	
  of	
  the	
  day	
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Summary	
  and	
  ongoing	
  work	
  
•  We	
  propose	
  a	
  methodology	
  based	
  on	
  ESM	
  to	
  collect	
  data	
  about	
  privacy	
  

concerns	
  and	
  behaviours	
  of	
  people	
  sharing	
  their	
  locaBon	
  on	
  Facebook	
  
with	
  mobile	
  phones	
  

•  Preliminary	
  results	
  show	
  that	
  students	
  were	
  more	
  willing	
  to	
  share	
  their	
  
locaBon	
  when	
  at	
  the	
  a	
  Leisure/Academic	
  place	
  than	
  at	
  the	
  Library	
  or	
  at	
  
home	
  

•  SBll	
  plenty	
  of	
  data	
  to	
  analyse,	
  e.g.:	
  
–  Photos	
  
–  De-­‐briefing	
  Interviews	
  
–  Data	
  shared	
  without	
  being	
  prompted	
  
–  Facebook	
  interacBons	
  

•  Improve	
  ba#ery	
  life	
  of	
  devices	
  (e.g.,	
  when	
  uploading)	
  	
  
•  Run	
  the	
  same	
  experiment	
  in	
  London:	
  UCL	
  staff	
  and	
  students	
  

–  Are	
  the	
  conclusions	
  drawn	
  in	
  St	
  Andrews	
  valid	
  for	
  UCL	
  students?	
  
–  Do	
  staff	
  (Library	
  and	
  Estates)	
  have	
  same	
  privacy	
  concerns	
  and	
  behaviours	
  as	
  

students?	
  



School	
  of	
  Computer	
  Science	
  
University	
  of	
  St	
  Andrews	
  

Fehmi	
  Ben	
  Abdesslem	
  
fehmi@cs.st-andrews.ac.uk	
  
Fehmi	
  Ben	
  Abdesslem	
  
fehmi@cs.st-andrews.ac.uk	
  

Loca=on-­‐sharing	
  on	
  Facebook:	
  Where,	
  When,	
  Why	
  

8th	
  July	
  2010,	
  
Cosener's	
  House,	
  Abingdon.	
  

h#p://www.pvnets.org	
  

Next	
  Genera=on	
  Networking	
  
Mul=-­‐Service	
  Network	
  workshop	
  2010	
  

(joint	
  work	
  with	
  Iain	
  Parris	
  and	
  Tristan	
  Henderson)	
  	
  


