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Different published formats (PCAP files, CSV, HTML,
spreadsheets, databases etc.) How to access and
combine these?

Inconsistent or Conflicting data (eg : AS level topology
from BGP updates or Active probing methods [4]). How to
mediate?

Understanding the significance of, and relationship
between disparate data. Interpretation and semantics
need domain expertise. How to encapsulate this
knowledge?

RDF data models and Ontologies are one approach.
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Ontology Summary

A nice general definition :

“An Ontology is a structure capturing semantic knowledge about a certain
domain by describing relevant concepts and relations between them.” [5]
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Layered Approach, built on the foundation of the Resource
Description Framework (RDF) and the RDF ‘triple’
Statement :
predicate (property)
SUBJECT ! ——— OBJECT

: cos:locatedIn .
cos:Cosener’s Hotel — | cos:Oxfordshire

cos:hasCountyTown @

“149.100" —— cos:Oxford
cos:hasPopulation

cos = “http://nets.Iboro.ac.uk/home/coidn/cosenersontology.rdf/”
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Semantic Web Languages

Data Modelling (RDF)
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“Local” data :> Application
(eg:Packet traces,
IEEDTOUCE) Reasoner/Rules
ﬂ Ontology
Data Converters ;
(eq: PCAP to RDF) | RDF Triple Store
ﬁ T I RDF/XML
“Public” data Serialisers/Parsers — flos

(eg: RIPE)
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[ ripe: ASystem ]
rdfs;subClassOf. ihere, :IPv4ACOMMUNICATION ]
tr.dx.a..;.s,.ub...c.I.M.a..Q.L tipe: | hasASNUM,
Iboro : UDPFlow ] Iboro : TCPFlow, ] y
) [ ripe: ASNum, ]
lboro.: hasRSTPort.
ripe. ih.._a.a_..l..B.B.a._na.g,\
[ Lboro : DSTPORT ] Iboro : DSTIP ] [ ripe: IPRange, ]
[ 3 ripe. :lt;.g..n..t..a.l.n..a..l.,ex
\
Iboro : IPADDRESS - \\ P[ ripe: |1PAddr ]
, owl:equivalentClass \
ONTOLOGY lrds- ) ) \
_______ lrdtitvoe _ __ rdf:tvpe  rdfitvpe'
/ | \
Lboro : TCPFlow1 Iboro : hasDST I; Lboro : DSTIP1
INDIVIDUALS Iboro : hasValue l
“82.233.12.2”
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<rdf:Description rdf:about="http://nets.lboro.ac.uk/TCPFLOW72">
<Iboro:hasRESET>false</Iboro:hasRESET>
<|Iboro:hasSRCIPAddr rdf:resource="http://nets.lboro.ac.uk/SRCIP72"/>
<lboro:hasDSTPort>80</Iboro:hasDSTPort>
<rdf.type rdf:resource="http://nets.lboro.ac.uk/TCPFlow"/>
</rdf:Description>
<rdf:Description rdf:about="http://nets.lboro.ac.uk/UDPFlow">
<owl.disjointWith rdf:resource="http://nets.lboro.ac.uk/TCPFlow"/>
<rdfs:subClassOf rdf:resource="http://nets.lboro.ac.uk/IPCommunication"/>
<rdf.type rdf:resource="http://www.w3.0rg/2002/07/owl#Class"/>
</rdf:Description>
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Next Steps

Expand ontology domain to include more data,
specifically more converters.

Develop richer semantics (predicates).
Develop queries and application, liaising with industry.

Initially concentrate on AS topology data and local packet
captures.

Thank You. Any questions?
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* “Locally generated” data, including Passive packet
captures at Internet gateways, Active traceroute data,
etc.

« Regional Internet Registry data (eg: RIPE): delay
measurements, AS to IP Address mappings etc [1].

« CAIDA: Many ongoing projects, including Archipelago
(ARK) for AS level topology updates. Also CAIDA
Internet Data Catalog [2].

« MoMe : EU FPG initiative which gives a standardised
interface to data from several ongoing projects and a
data catalog [3].
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